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1. Introduction 
 

As global demand for low-carbon energy grows, the 
nuclear power sector is exploring digital technologies to 
support the long-term operation of existing plants and the 
development of economically viable small modular 
reactors (SMRs). In this context, deep learning (DL) may 
enhance operational efficiency by analyzing large and 
heterogeneous datasets. Potential applications include 
predictive maintenance, fuel-management optimization, 
anomaly detection, and operator decision support during 
abnormal or emergency conditions [2,4]. 

Despite these potential benefits, integrating DL into 
nuclear power plants raises important regulatory and 
safety concerns. The opaque, or "black-box," nature of 
multilayer neural networks can hinder verification, 
validation, and safety justification. Additional concerns 
include variability introduced during model development, 
performance degradation under distribution shift, and 
vulnerability to adversarial manipulation. These issues 
could erode safety margins if DL outputs are used 
without appropriate assurance measures and human 
oversight [2,15,21]. 

International organizations, including the IAEA and 
the OECD Nuclear Energy Agency (NEA), are 
examining the opportunities, safety implications, and 
governance needs associated with AI in nuclear 
applications [13,14,23,24]. This paper reviews relevant 
regulatory considerations and discusses technical 
measures for improving reliability, including explainable 
AI (XAI), physics-informed neural networks (PINNs), 
adversarial robustness, data governance, and lifecycle 
monitoring. By integrating regulatory and technical 
perspectives, the paper outlines practical considerations 
for the safe and reliable use of AI in nuclear energy 
systems. 

 
2. Applications and Benefits of Deep Learning in 

Nuclear Fields 
 

The adoption of DL in the nuclear sector is motivated 
by the need to improve the performance of existing 
facilities and to support the economic and safe operation 
of next-generation systems, including SMRs. Analysis of 
large operational datasets may contribute to condition 
monitoring, predictive maintenance, anomaly detection, 
fuel management, and decision support [2,4]. 

 
2.1. Enhancement of Operational Efficiency 

 

Predictive maintenance is among the most widely 
discussed applications of DL in the nuclear sector. 
Models trained on historical and real-time condition-
monitoring data can help identify degradation patterns 
and estimate the likelihood of component failure, thereby 
supporting risk-informed maintenance planning and 
reducing avoidable outages. However, the magnitude of 
these benefits depends on data quality, plant 
configuration, model validation, and integration with 
existing maintenance programs [5,6]. 

DL can also support operational optimization by 
analyzing complex relationships among core 
configurations, fuel assemblies, control-rod patterns, and 
operating constraints. AI-assisted methods have a long 
history in reactor-core design and fuel-management 
research; any proposed loading pattern must nevertheless 
be independently verified against applicable physics, 
safety limits, and licensing requirements [7]. 
 

2.2. Safety Enhancement and Accident Prevention 
 

DL may strengthen nuclear safety through real-time 
monitoring of sensor and inspection data. Properly 
validated models can help detect incipient anomalies, 
including equipment degradation or abnormal thermal 
signatures, and can provide additional information to 
plant personnel. Such systems should supplement, rather 
than replace, qualified monitoring and protection 
functions [6]. 

DL may also support operator decision-making by 
processing plant parameters and procedure-related 
information during abnormal events. To be useful in 
safety-significant contexts, decision-support systems 
must present timely, understandable, and traceable 
information while preserving operator authority. Korean 
research on AI-based autonomous-operation platforms 
and the PRISM decision-support concept illustrates this 
direction of development [8,9]. 
 
3. Technical Challenges and Risks of Deep Learning 

Models 
 

Although DL offers substantial potential for the 
nuclear industry, its use in safety-critical environments is 
constrained by technical and assurance challenges that 
must be addressed before deployment [2,10,15]. 
 

3.1. The Black-Box Dilemma and Transparency 
 



 
 

 

A major obstacle to the adoption of DL in nuclear 
applications is the limited interpretability of many deep 
neural networks. Unlike conventional rule-based 
software, these models can contain millions of learned 
parameters, making it difficult to trace how a particular 
input produced a particular output. In a safety-critical 
domain, this opacity complicates safety justification, 
independent review, regulatory assessment, and operator 
trust [2,15,21]. 

 
3.2 Stochastic Development and Reliability (V&V 

and VVUQ) 
 

DL development often involves stochastic elements, 
including random initialization, data shuffling, and 
stochastic optimization. Consequently, independently 
trained instances of the same architecture may not be 
identical, even when trained on the same dataset. Once 
trained and placed in a controlled inference configuration, 
however, many models can produce repeatable outputs 
for identical inputs. The principal assurance challenge is 
therefore not simply "non-determinism," but 
demonstrating adequate and reproducible performance 
across the intended operating domain [15,21]. 
 Verification and Validation (V&V): The scale, 

nonlinearity, and data-dependent behavior of deep 
networks make exhaustive verification impractical. 
V&V should therefore combine requirements-based 
testing, independent datasets, robustness testing, 
traceability, configuration control, and evidence that 
the model remains within its approved operating 
envelope [15,21]. 

 Uncertainty Quantification (UQ): Safety-relevant 
applications require methods for characterizing 
predictive uncertainty and identifying out-of-
distribution inputs. The adequacy of these methods 
should be evaluated as part of verification, validation, 
and uncertainty quantification (VVUQ), with 
acceptance criteria linked to the intended use [15,21]. 
 

3.3 Data Quality and Model Drift 
 

The performance of a DL model depends strongly on 
the quality, representativeness, provenance, and 
governance of its training and evaluation data [2,10,15]. 
Two recurring concerns are data imbalance and 
distribution shift: 
 Data Imbalance: Normal operating data are 

abundant, whereas abnormal and accident-related 
data are scarce. A model trained on such an 
imbalanced dataset may perform well on routine 
conditions yet fail to recognize rare safety-significant 
events. Biases, labeling errors, or gaps in the dataset 
can also propagate into model outputs [2,10]. 

 Distribution Shift and Model Drift: Model 
performance can degrade when the operational data 
distribution differs from the training distribution or 
changes over time. Without monitoring and 
predefined response measures, this degradation may 

lead to inaccurate predictions or unexpected behavior 
[15,21]. 

 
3.4 Cybersecurity and Integrity Risks 

 
Integrating DL into nuclear power systems creates 

cybersecurity concerns associated with training data, 
model artifacts, software dependencies, and deployment 
infrastructure. These concerns extend conventional 
industrial-control-system security by adding attack paths 
that target the AI lifecycle itself [12,16,21]. 
 Data and Model Manipulation: Attackers may 

poison training data, manipulate model parameters, 
or craft adversarial inputs to influence model 
behavior. In nuclear applications, such manipulation 
could generate misleading maintenance indications 
or decision-support outputs; therefore, data 
provenance, integrity checks, access control, and 
independent testing are essential [12,16]. 

 Supply-Chain Vulnerabilities: DL systems depend 
on third-party libraries, pretrained models, 
development tools, and hardware. Compromised 
dependencies or hidden backdoors can create 
vulnerabilities throughout the development and 
deployment lifecycle [12,21]. 

 Defense in Depth: Network-boundary controls 
remain necessary but are not sufficient for AI-
enabled systems. Security measures should also 
address model robustness, data integrity and 
availability, secure development practices, controlled 
software and model updates, protected 
communications, and hardware security [12,16,21]. 

 Lifecycle Management: Maintaining system 
integrity requires continuous performance and 
security monitoring, configuration control, periodic 
reassessment, and predefined actions when drift, 
anomalous inputs, or cyber threats are detected 
[12,16,21]. 

 
4. Regulatory Frameworks for Nuclear AI Safety 

 
Deploying AI in the nuclear sector requires a safety-

assurance framework that combines technical evidence 
with organizational capability and regulatory readiness. 
Because DL introduces data-dependent behavior, limited 
interpretability, and new lifecycle dependencies, existing 
regulatory processes may need to be supplemented with 
AI-specific guidance and evidence [13,15,21]. 

 
4.1 International Collaborative Efforts and 

Proactive Regulation 
 

International organizations are developing 
collaborative approaches to AI in nuclear applications. 
The IAEA has convened activities on AI deployment, 
safety implications, and computer security, while the 
OECD NEA has established initiatives that bring 
regulators, operators, researchers, and vendors together. 
The NEA's International RegLab project promotes early 
regulatory engagement so that safety and licensing 



 
 

 

considerations can be identified during technology 
development [13,14,23,24]. 

 
4.2 Standardization of Verification and Validation 

(V&V) 
 

A key regulatory need is a standardized, risk-informed 
approach to V&V and VVUQ for AI-enabled nuclear 
applications. Existing cross-sector AI standards can 
provide useful foundations, but they do not replace 
nuclear-specific safety requirements or application-
specific evidence [21]. 
 Evaluation and Robustness: IEEE standards and 

emerging guidance address topics such as deep-
learning evaluation and robustness testing. Their 
applicability should be assessed against the safety 
classification, intended function, and operating 
environment of the nuclear application [21]. 

 Transparency and Explainability: Standards and 
guidance on XAI can support documentation and 
assessment of explanation methods, but an 
explanation must be evaluated for fidelity, stability, 
usability, and relevance to the safety decision at hand 
[21]. 

 Risk Management and Governance: ISO/IEC 
23894:2023 provides guidance on AI risk 
management, while ISO/IEC 42001:2023 specifies 
requirements for an AI management system. These 
standards can support organizational governance 
when integrated with nuclear quality-assurance and 
safety-management processes [21]. 
 

4.3 Paradigm Shift in Trust and Oversight 
 

Trust in an AI-enabled nuclear system should not be 
based on predictive accuracy alone. It should be 
supported by evidence concerning data quality, model 
performance, robustness, cybersecurity, configuration 
control, human factors, and lifecycle governance [15,21]. 
 Internal Integrity: Ensuring the reliability of the AI 

algorithm's internal logic. 
 Data Governance: Establishing strict protocols for 

data quality, lineage, and integrity throughout the 
lifecycle. 

 Human-in-the-Loop Oversight: Maintaining 
rigorous human supervision until the risks associated 
with autonomous AI behaviors are fully understood 
and mitigated. 

 
By integrating these international standards and 

proactive regulatory models, the nuclear industry can 
create a stable environment where deep learning 
technologies can be safely utilized to enhance 
operational efficiency and safety. 
 

5. Technical Strategies for Risk Mitigation 
 

Mitigating the risks of DL in nuclear applications 
requires multiple complementary controls. Relevant 
measures include interpretable modeling and post-hoc 

explanation, incorporation of physical constraints, 
robustness testing, cybersecurity controls, and lifecycle 
monitoring [25,26,28]. 

 
5.1 Explainable AI (XAI) and Interpretability 

 
XAI methods can help developers, reviewers, and 

operators examine the factors influencing a model's 
output. The selected method should match the intended 
user and safety decision, and its fidelity and limitations 
should be evaluated rather than assumed [25]. 
 Interpretable and Surrogate Models: Where 

feasible, transparent models such as linear or logistic 
regression and decision trees can be used directly or 
as local surrogates for a more complex model. 
Surrogates can aid understanding, but they may not 
faithfully represent model behavior outside the 
region in which they were fitted [25]. 

 Post-hoc Explanation Techniques: LIME estimates 
local behavior by fitting an interpretable model 
around a selected prediction, whereas SHAP uses 
Shapley-value concepts to attribute a prediction to 
input features. Visualization can further support 
analysis of feature importance, learned 
representations, and data bias. These methods can be 
computationally demanding and may yield unstable 
or misleading explanations if applied without 
appropriate validation [25]. 

 
5.2 Physics-Informed Neural Networks (PINNs) 

 
Physics-informed neural networks incorporate 

governing equations, boundary conditions, or other 
physical knowledge into model training, commonly 
through the loss function. This approach can improve 
physical consistency and data efficiency in applications 
such as fluid flow, heat transfer, and reactor transient 
prediction. Nevertheless, PINN outputs are not 
automatically guaranteed to satisfy all physical laws; 
residual errors, numerical limitations, and domain 
coverage must still be quantified and validated [28]. 

 
5.3 Model Robustness and Operational Lifecycle 

Management 
 

Long-term reliability requires coordinated measures 
for robustness, monitoring, configuration management, 
and cybersecurity [26,28]. 
 Adversarial Defense: Adversarial training exposes a 

model to perturbed examples during training and can 
improve robustness against specified attack classes. 
It should be complemented by input validation, 
preprocessing, robustness testing, access controls, 
and monitoring because no single defense is effective 
against all attacks [26]. 

 Lifecycle Monitoring: Organizations should 
monitor model performance, data quality, 
distribution shift, and out-of-range inputs throughout 
operation. Monitoring thresholds, responsibilities, 
retraining criteria, rollback procedures, and 



 
 

 

reapproval requirements should be defined before 
deployment [15,21]. 

 Cybersecurity Integration: Technical infrastructure 
should be protected through secure development 
practices, network segmentation, authenticated and 
encrypted communications, controlled updates, 
hardware protections where justified, and measures 
that prevent unauthorized access to data and model 
parameters [16,21]. 

 
6. Conclusion and Policy Recommendations 

 
The integration of DL into the nuclear industry offers 

opportunities in predictive maintenance, operational 
optimization, anomaly detection, and decision support, 
while also introducing risks related to opacity, data 
dependence, distribution shift, and cybersecurity 
[2,4,12,15]. Safe adoption therefore requires a transition 
from performance-centered evaluation to reliability- and 
assurance-centered evaluation. 

To ensure the safe deployment of DL-based systems 
in nuclear applications, the following policy and 
technical recommendations are proposed: 

 
6.1 Technical Reliability and Standardization 

 
 Robust and Interpretable Architectures: Research 

should evaluate combinations of XAI and physics-
informed learning for nuclear applications. These 
methods may improve interpretability and physical 
consistency, but their limitations and failure modes 
must be characterized through application-specific 
VVUQ [25,28]. 

 Data Governance and Benchmarking: Nuclear 
organizations need controlled processes for data 
provenance, quality, labeling, access, retention, and 
change management. Shared or representative 
benchmark datasets, where security and proprietary 
constraints permit, could support independent 
comparison and cross-institutional evaluation [15,21]. 

 
6.2 Human Capital and Organizational Readiness 

 
 Interdisciplinary Capacity Building: AI 

developers, nuclear engineers, human-factors 
specialists, cybersecurity experts, and regulators need 
a shared understanding of system objectives, hazards, 
and assurance evidence. Joint training and early 
collaboration can reduce gaps between AI 
development and nuclear safety practice [13,14]. 

 Human-Centered Design: AI should support, rather 
than displace, accountable human decision-making in 
safety-significant operations. Interfaces should 
communicate recommendations, uncertainty, 
limitations, and supporting evidence in ways that are 
compatible with operator tasks and workload [17,18]. 

 
6.3 Proactive Regulatory Frameworks 

 

 Early Regulatory Involvement: Regulators should 
engage with developers early enough to clarify the 
intended use, safety classification, evidence 
expectations, and applicable requirements. The 
OECD NEA International RegLab project provides 
one model for structured dialogue among regulators 
and technology stakeholders [22,23]. 

 International Cooperation: Cooperation among 
regulators, technical support organizations, standards 
bodies, industry, and research institutions can support 
consistent terminology, shared lessons, and 
harmonized approaches to V&V and VVUQ while 
respecting national legal frameworks [13,14,19,24]. 

 
In conclusion, DL may improve the efficiency and 

safety of existing and next-generation nuclear systems, 
but deployment should proceed incrementally and in 
proportion to safety significance. A defensible approach 
combines technical VVUQ, high-quality data, 
interpretability, cybersecurity, human oversight, 
configuration control, and proactive regulatory 
engagement. 
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