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. R 2%'D3 SZI0NEE
< Typical Plant DiD vs. I&C Echelon of Defense

&X: NUREG/CR-6303 (2.23), Dec. 1994 |
» “Echelons of defense” are specific applications of the principle of
defense-in-depth to the arrangement of instrumentation and control
systems attached to a nuclear reactor for the purpose of operating the
reactor or shutting it down and cooling it.

— Control System [9._1*._194 AIS M 0| MH|= DiD S5 4%|2I(4-Echelons)
. ho] £EH2 2D 9IS,
— Reactor Trip System

— Engineered Safety Features Actuation System (ESFAS)

— Monitoring and Indicator System
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& tUR RevE DID

Levels olni
of DiD Objective Essential means : Ra dm;:fm' EUR radiological targets (2) Plant States Design conditions
i safety
I objectives (1)
| |
1 Level 1 Prevention of abnormal Conservative design and : Doses fo the public during *55 ) |
: v operation and failures high quality in construction [ Normal Operation* and I Normal Operation* DBC-1 :
1 and operation : o1 Anficpated Operational S5 1
o
1 i Occurrences* - — I
: et Control of abnormal operation Control, lmiting and protection | g Anticipated :
1 e and detection of failures systems and other surveillance | . _ . 5 Operational DBC-2 I
I AR I (Section 21322 . Dascharge o o i I
1 I targets given in Table 2) = S 1
i Control of Design B Safety o L i i : :
10 Dasis ety Systems Targets for Design Basis ; y DBC-3 |
: B Accidents* and accident procedures ! : " Design Basss |
I Accidents*® given : DRC-4
1 1 : % Accidents¥® 1
: I o2 Appendix B g :
1 Control of Complex Sequences* Dedicated Safety Features for | Tar 3 !
y get for Complex = . 1
: Lok & prevention of core melt DEC* to prevent core melt : Sequences* piven in S Complex 1
1 and accident procedures i on diﬁ B E Design Extension Sequences* :
: [ App b= Conditions * 1
1 Level 4 Control of accidents with core Dedicated Safety Features for | CLI target for Severe é :
: € melt to limit off-site releases DEC* to mitigate core melt : 03 Accidents* given in Severe Accidents* | |
1 and accident management i . i
Appendix B 1
e - . . I
Level 5 Mitigation of radiological 1
€ consequences of On-site and Off-site emergency |
significant releases of preparedness and response : - - - -
radioactve material [

Tablel: EUR representation of Defence-in-Depth® and associated Plant States*

. based on WENR A and TAE A approaches.

(1) See WENRA RHWG Report Safety of new NPP designs, March 2013, for the explanation of safety objectives O1, 02, 03
(2) EUR Radiological targets are defined in accordance with EUR. safety objectives given in section 2.1 3

|ﬁ: EUROPEAN UTILITY REQUIREMENTS FOR LWR NUCLEAR POWER PLANTS
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.2 #%'D3 Q2B

[ #2562 70 S Z|X2 Digital PPS/ESFAS-AC J

= 26l SRM-SECY-93-087 274 X &
® USNRC > SRM-SECY-93-08ﬂ|y 1993) € SECY-93-087(April 1993)

% 11.Q "Defense Against Common-Mode Failures in Digital Instrumentation and
Control Systems” € Digital I&C A S2| CMFO]| Cligt WS HA|

{}

® USNRC - BTP HICB-19, Rev.4 (June 1997)
% "Guidance for Evaluation of Defense-in-Depth & Diversity in Digital 1&C

Systems” € D3 E7IX|H =L X|Z9| APR1400 M=1,22 7| £ E{ Digital
JL OIS 1&C A4 2ol BTP HICB-19 271 HE

o LY T HEMAH ML > BTP HICB-19, Rev.4 D3 R 48 HIY
< APR1400: M{2 1,2, BNPP 1,2,3,4, M$HE 1,257|2| DPS, DIS 4|0 H&

A4

® USNRC - BTP 7-19, Rev.5 (Mar. 2007)

% Guidance for Evaluation of Diversity & Defense-in-Depth (D3) in
Digital Computer-based 1&C Systems € D3 7} x| &

% EX: 1] 80{HE: CMF(Common-Mode Failure) > CCF(Common-Cause Failure),
[2] LB-LOCA £ CMF FYE2 F4-d=1 ArHo| EH|E 28 -FXo 2751
MEZX]| 7} 7tsetS 5| 8ctCt= 2B S AH = DPSO|| SIAS/CIAS =7}&

N

newpoy

o =L A EMAH ML > BTP7-19, Rev.5D3 871 > M2 3,457| DPS/DIS/D3 &

_€3KEDCO
R -~ = °
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® USNRC - BTP 7-19, Rev.6 (July 2012)
<+ "Guidance for Evaluation of D3 in Digital Computernyagzed I&C Systems”

o EX: 1] 2MY-+SZX| 5 HFE 24 E8 [2]1 CCF 2
7

> = L.

1O O
[3] A|&4d0]| 100% YSE|H S/W CCF7} 8l Ho R 7HF 7=

~
e =L SD ML > BTP 7-19, Rev.6 D3 271 > NRC-DC D3 TeR M &

a0
® USNRC - BTP 7-19, Rev.7 (Aug. 2016)
< D3 H7I9| 7|=X HAAIS QS (X7 RG, Std 52 Update)

N4
® USNRC > BTP 7-19, Rev.8 (Jan. 2021) & Rev.9 (May 2024)

% "Guidance for Evaluation of Defense-in-Depth & Diversity to Address
Common-Cause Failure due to Latent Design Defects in Digital Safety
Systems” € &=¢t HA A0 2|et cCF #EM M2l D3 X[ H

* 58: [1] CCFO| of¢t 2%F, REEE + 2X[A] ZelS 18, [2] Rev.50 M

AH|E Justification LHES M7I=, [3] AH-ZTLE0 MIE ASERFE 2.

[RZFS] 2|0 = [Partial Act]+[False Ind], [Total Act-Failure]+[False Ind] 212{& =M

-1 0O
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U 2703 QN

<
e L SD > BTP 7-19,R8 D3 27 > 4IotE 3,42 7| DPS/DIS/D3 M &

4L [ (SRM-SECY-93-087) & (BTP 7-19, Rev.8) & 413t23,437| D3 272| Couple!

® USNRC - SECY-22-0076 (Aug. 2022)

<+ Expansion of Current Policy on Potential CCFs in Digital I&C Systems
> (2FE) RPS D3 244 HIA| € 2AIYLYI(RIAS HESK HE

~

® USNRC > SRM-SECY-22-0076 (Mar. 2023)

% Staff Req. — SECY-22-0076 - Expansion of Current Policy on Potential CCFs
in Digital 1&C Systems & NRCZ| DiD #7t0j RIA £QI3t LS HE

3} | (SRM-SECY-22-0076) & (BTP 7-19, Rev.9) & 4l7# D3 2719| Couple! ]
® USNRC - BTP 7-19, Rev.9 (May 2024) > ==& APR10000]| M & ZI#HZ
< M|S: Rev.8 [HH| SYE € CCF &Hof|A2| D3 HIIX|H

< £%: [1] CCFE Single Random 1 %1t CtE& AH, [2] 1&C2| CCF CHSHHE
HAHc2 288 (12 ¢Hse IAC LHFHO = o &, 29 CYE FTHE AE,
3¢t CCF 2117t 518-7t5eS 29, 4¢h: 2|23-32 & 435 CCF L SX X))
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| BTP 7-19, Rev.

< BTP 7-19, Rev.8 CCF/D3 2719 A EMA ML

> M$HE3,4357| N H-3 RPS/ESFAS 2%HE (Spurious Operation) &
> MBH23 45 7| CCFO| |t RPS/ESFAS B 2.2 ZH= Ol QIAS-P 2X|A| "7}
>

A
=
MsH23,45 7| CCFO| o]t RPS/ESFAS Ll QtX 7| 59| SA|-2%Hs W}

< CCF CH%-of 5 TETH Al FHE

- BTP 7-19, Rev.8: tH/sEH /& % (Cascading) 12 CCF H7I0|A| HYXA|

- SECY-22-0076, “The nuclear power industry is implementing modern digital
I&C technologies. - - -, they can also introduce new types of potential
systematic, nonrandom, concurrent failures of redundant elements,

also known as CCFs, in the design of protection systems.” (2R & EA|gt &2
USNRC 10 CFR 50, App. A0l = S5IA 7|=5F)

- CCF H7|C| & Ct=3}El (Redundant) AH|2| 7|5 s=30f| FE0| U= H|A = Ql
(Systematic), HEHSIX|] 22 (Non-random), SA|d(Concurrent) Y= 1%

- CCF QEHE: Ch53tel Mulojo, Yo ST B 2.5 So A2l 3y

NeWpowWer, newstandard
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- FHFQ QXE - AXZAE A2 2EE
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[2] Aot=23,45 7| CCFO| 2|t ER-2AIE + @ X|A| HT}
. M3E3,457|0 ZEUQITDE WIS [1] 7|S-ZHEOM, [2] 27H-0] A BB /XK
R 1

dH|Of| A, [3] SAl0f| 2dst=E *ESS B,

|
ot23,437|= CIYd 1&CE ES > CCFE QI3 Ot 7| 59| 22 %t
C

[z M

~~

QIAS-P2| 2X|A 7t585 7Pdotb k) 22 A S2
= DIS 3 IPS2| 71-8¢t CtYd XA BEE H=ot0] AFEX| 0] 7158

DIS MAIN : Type A Parameter

Figure 7.  Reactor Coolant Nystem Display (Channel A Only)

— DIS 2}™H (w/o CCF)
QIAS-P 2} (w/ CCF) = ENFMS Log Power X|A|
> ENFMS Log Power X|A]|
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% ABHE3 4: CCF

® CCFOj o|st AIXIZHEX| LES + XA O S (A=)
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oooooooooooEDoEoEE Dopooo
ooooooooooonoooooDooooonon
ooooooooooonooDoaoooanEon

(w/o CCF)

IPS — PCS 3}
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. BTP 7-19, Rev.9 CCR/DS

< BTP 7-19, Rev.90|| M HHZAE =2 CCF 2 D3 27
> P1/P2/P3: 7|& D3 H71Al 4 | A3 HEHIZ(RIA)S E%E6l0] M8 71
> RIA AFEAl: CCF 22T, PRA, E|23-38E, ¢4H-Z2E 52| HE0| ER
> SRM-SECY-22-0076 7|dto 2 2% El 4 Point 22 M (7| 4P 27 w/ RIA)

=2 =20

| (SRM-SECY-22-0076) & (BTP 7-19, Rev.9) & 43 D3 2719| Couple! |

g FX. 2 AI™EFMI(RIA) 7HE (NRC Executive Director, Dec. 2018)

- A EEHFET(RIA) > EA-2H ¢ioto] AZa ot S2d0 4355 2|23
dE(SES)S CtE 940 8P| ve{ole] RS FEISt= Est (Tl- X2t 4-
Fo|Argdo] ZdZat ot S8 /-0 4S5t dAoF 2H-viohY F O HS0| SHY)

L= [ -
« ) -
X{USNRC‘ Risk-Informed Approach*

Application of the Concept of Graded
Approach in Core Regulatory Functions: A "risk-informed" approach to regulatory decision-
|Risk-|nformed Decision Making (RIDM) || making represents a philosophy whereby risk insights

. . are considered together with other factors to establish
Executive Director of Operations . .
U.S. Nuclear Regulatory Commission requirements that better focus licensee and regulatory
attention on design and operational issues

commensurate with their importance to health and
safety.
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I BTP 7-19, Rev.99HE

< B|AI-HE(RI) vs. 45-7|8-7 X (PBR)2| 7'H

m
i
TEA FH ) How fo N 1 MST|ul 7
(Y - ggsy)y, NJopement S T HOHEDEA)
Ay =% B B
A PBR A=
7Y - > 2EE MM
y B .. Z28=4H > Bd$£0 mat
Rl #H= > A > JNA=S AN
N SEE SRR G
72 HIG (FE BE 4H2
871§ g > \ AFAX}7F AR
Est H4M ol = — 4 =23%)
AA > zas Whit is P N e R |G LR ENE S
nh2q Slof XI= Impoijtant ? AHHs} e H4S21U A \‘.’_UH gtol %%)j
(BTP 7-19, v
Rev.90f Zgh
< ————— CLEIETR
b Mgt
A =74t Tt Ml
A 2ot
AT T L L L T Ty

[ &= 222 957)8 37 0 L HSAE 24, 234 9 491, KINS, 2002 KNS |
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A X: BTP 7-19, REZRE

- BTP 7-19, Rev.8 - January 2021 = PRA/RIA: 12|¥, Risk: 132]| 7|=
- SECY-22-0076 = August 10, 2022 & CCF HAM-SXS Q7 (w/ RIA)
- SRM-SECY-22-0076 - May 25, 2023 = Risk/RIA/RIDM & 14%| 7|=
- BTP 7-19, Rev.9 > May 2024 = Risk-Informed: 60| 0|4, Risk: 170%] O| & 7|=

S S S R S S S

PR
’ \
/ ; ZEHQI RIA
[ Deterministic Path ] I Risk-Informed Path ) .
. 5|7t B2 =
1
%‘ointl POlnt 1,2&30"
Need for a Delailed D3 Assessment
{Sectidlns B.2,B.3.1) D3 R 7|j x—-ll % OI
L3l Xl
Point 2 Point 2 ol= 74
Detailed D3 Assessment: Detailed D3 Assessment: 9 I_I O‘l 7|- o E0'"
Best-Estimate Methods Risk-Informed Approaches . =75 |
L (Section B.3.2) L (Sections B.3.4.1, B.3.4.2) ) \Optlono| 'I'7|' :y
¥ I +
a4 Point 3 (_ Point 3 N
Add ; Mt -:.‘;:In " tine th Addressing, Mitigating, or Accepting the
ressing, WItes Tg" D|: CeEp |_ng = Consequences of Each CCF Using
Consequences of Each CCF Using Design Techniques or Mitigation
Diverse Means . L
Sections B.3.2, B.3.3) Measures Other than Diversity /
\_ (Sections B.3.2. B.3. \k (Sections B.3.4.3, B.3.4.4)
~ —————————————————
Point 4
Independent and Diverse Displays and
Manual Controls
{Section B.4)
newpower, newstandard Figure 7-19-1 Four points of SRM-SECY-22-0076 and applicable BTP 7-19 sections
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Point 1 24:
D3 A M-E7te]
LQ-{8E Tet

newpower, newstandard

A. POINT 1—NEED FOR A DETAILED D3 ASSESSMENT ]

1
Al
Safety-significance determination
(section B.2.1)

Yes

A2
Are the acceptance
criteria from
section B.2.2 met?

r

A2
Detailed D3 assessment
documentation is not required.
(section B.2.2 or B.3.1)

AL2.2
Can the CCF be
eliminated from
further
consideration?
(section B.3.1)

Yes

B . (internal diversity,
Points 2, 3, 4 are not applicable. testing,

altermative methods)

Rev. 9 > D3 ¥7I-ZF =29 Hx¢ na
BTP 3T H-H=8& SHMI8| 7= e

Evaluate Points 2, 3, 4.

TR
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IIlBTP 7-19, Rev.9Sl GERl

——————

Point 2 8 4:
D3 &M-"7t +=H

B. POINT 2—DETAILED

D3 ASSESSMENT

B.1
Best-estimate methods

/ (section B.3.2)

Yes

B.1.1
Has the applicant
demonstrated adequate
D3 within the facility’s
design for each event
evaluated in the FSAR?
(sections B.3.2.1,
B.3.22,
B.3.2.3)

B.3
Point 2 has not been
met.
B.4

B.2
Risk-informed approaches
A (section B.3.4)

B.2.1
Is the nisk-informed
approach consistent with
Commission policy and
guidance?
(sections B.3.4.1,
B.3.4.2)

Yes

Point 2 has been met.

AN

Y
J

newpower, newstandard
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R
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I BTP 7-19, Rev.99HE

Point 3 2 4:

2t ccF Aoy cf
e/ 2%/480

x| M " 7HBE) 2t
CIAdE Mg

newpower, newstandard

CCF

C. POINT 3—ADDRESSING, MITIGATING, OR
ACCEPTING THE CONSEQUENCES OF EACH

cA1
Diverse means
(section B.3.2)

Has a diverse means

l

c.1.1

been provided?
(sections B.3.2.1,
B.3.2.2 B.3.2.3)

c.2
Design techniques or
mitigating measures, other
than diversity
(section B.3.4)

c.21
Is the CCF risk
significant?
(section B.3.4.3)

c.1.2

Point 3 has
been met. Mo

c.2.2
Does the assessment
demonstrate the adeguacy
of design technigques or
mitigation measures other than
diversity (based on the CCF
risk significance)?
{section
B.3.4.4)

c.3
Consequences of a CCF
may be acceptable
(section B.3.3)

c.31
Are the
consequences of
the CCF
acceptable?
{section B_3.3)

Yes

c4

Point 3 has not
been met.

;

R

20

A
8
c.5
Point 3 has
been met.
r Safety First,
I Lastand Always



Il BTP 7-19, Rev.90NGERE

D. POINT 4—INDEPENDENT AND
DIVERSE DISPLAYS AND MANUAL

CONTROLS
D.1.1 ' | H 12
Identification of L[: D.1 Point 4 |_|' |_:|
critical safety Independent and diverse displays and [
functions manual controls 9 RIA: I:II I—-|I 'g'
(section B.1.2) ! (?_'I:EI' gi%)
Point 4 2:

B.1 Z’SP_I “'*‘.’P.‘.UI%OH EHo

D.2
Has the applicant provided
independent and diverse
MCR displays and controls
for critical safety functions?
(section B.4)

Yes

D.2.2
Has the applicant proposed
an acceptable alternative
approach?
(section B.4)

D.2.1 ‘

Point 4 has been met./

D.2.3

Point 4 has not
been met.

newpower, newstandard
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29|

< CCF/D3 BII 2 LIS 1St M2 LEO| B9} =AM
1) CCF Cf-2-F2H: Diverse I&CE2 CCF 4= 2 QHA|E L EOo|M cCF H|#A
2 SRM-SECY-22-0076 > BTP 7-19, Rev.9 & CCF M| &3 RIA H7IE = ¢

2) Ctd 1&C HH|(DPS/DIS/IDMA SW)2| 3&2: 7|2 &H| & EHII &
= P1: D3 "7l > CCF F2’d =0l > RIA M8 > SSC HE-o{7 AH

!

8 ofH

OI'J

3) D3 WIHEM/TH 2-H3k ZYEN B2 > RIAS MUE &g 7

2
| o
> RIAE D3 HHo 2 Z Q50 7t > MA Xt} Utility2] AMEH-H |7t HEHE
A
(

olr
D
|
=
o
~

= 2000ECH0f| A= Q™ E-H 57|87 X (RI-PBR)Z} D3 2710] &£ Hi

o
o o
> RIAE EEEH-AH0M > BEC-BE N2 HelE WG (RI-PBR2 RI T77)
(HHl-YE: CDF/LERF 23 QHHdS SHICHH 5 x| Y42 &3

7
o
> D3 B7H Al HAE-BI} C)ALE WA > [X/AX-2H F2E sscIol ME

3) MA HIE > 7| W At.AS 2 (28 A)RIAHES 1

b = k=)
b | o T
> RIA HEA|: NuScale > ATWS 2t MH|= E 18 (A= L 5o
ClokM e ZHE A CCF MAH 3t M Q|0 =, ATWS A %*% 2{$t PRA Z1IE HIAl)

NeWpowWer, newstandard

| Pceg e

I Nuclear Safety First,
Last and Always



+ Q&8A

newpower, newstandard

o e | @ = -
=R

O

(MO $ZEOT) HMST [XIE IRC HEQ HE-TIANE 7S

EIE] 02 XIAl/=SH0 T .-.I’S*.Q}E P4
I

it
&dl D3 QA =S F0H) 2H HE JIsT RIA BE

=£9|: ygoh@kepco-enc.com (2#)

You've got to find what you love.

- Steve Jobs' 2005 Stanford Commencement Address -
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