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Software is important for NPP Safety

Power Processor Comm. Input/Output
Modules Module Modules Modules

Logic (SW) - -

- Safety

PLC Modules (HW)

PLC used in NPP safety I&C systems

Digital system failure events reported in LERs

Number of Event

Software error 30 (39.97%)

HMI error 25 (31.65%)

EM interference 15 (18.99%)

Random HW failure 9 (11.39%)
Total 79

RPS unavailability for various
software failure probability
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Quantitative SW Reliability Assessment

= Software Reliability Growth Model

Bayesian Belief Network Model

Metric-based Method

Context-based Software Reliability Method

Test-based Method
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BBN model for NPP SW

Test Environment for ATR LOCS SW




Research Objectives

* Integrated Testing Framework for NPP Safety Software

= Simulation-based Test-bed for PLC Software Testing

= SMT-based Exhaustive Test Case Generation for PLC Software
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* first row: address

* rest row: value

00db1700 00db17c0 00498
3 0 0 26007 26000 0 0
) 0 0 26007 26000

Exhaustive Test
Case Generator

PLC Test-bed

Test Cases

0 o0
07 26000 0 O
Software o7 26000 o o0

7

WE_BOIC
NPP SW
- FBD
Program
I
= Compiled
0.txt
00C00000 of NPPSW
00C00001 0{ Assembly
00C00002 5 7
00C00003 0F2C0000
00C00004 50208A5E
00C00005 0F2D0000
00C00006 0F2E0000
00C00007 0F2F0000
00C00008 50480B02
00C00009 087000C0O
00C0000A 1540C000
[AYaYalavavayals] ENAQNBRND

FBD-to-SMT
Translator

FBDET

SMT Framework

PLC Internal
structure

Test Result

Software

190806 KNICS
[\ Testinputd/TestSet pp 17

Machine-code
level Testing

Cased 296505

***************** TIPUE %k kkokkok ok kb bk bk
_ MX1 17%2 (R@00db1700) : 00000000
MX1 1984 (@00dbl7c0) : 00000000

_ MW4_ 1495 (@00d4985d7) : 00006597
ATIP Heart Beat Monitorl int HB t7 (@00c082
HB ATIP ERR CNT (@00c080bd) : 00000000
AIl_STSO (@00c080bL7) : 00000000
_6_RST_DELAY CNT R (@00c0810d) : 00000033
6 AT CH ERR (@Q00cO7££8) : 00000000
................ e
6 TRIP R (@00c0B800b) : 00000001
TRIP R a (@800c080ce) : 00000020
OX0 3 2 (@00da00c2) : 00000001

****************************************

[Norr

mal text fil length : 1,551  lines : 46 Ln:46 Col:1 Sel:0]0

Block Diagram of NPP Software Exhaustive Testing Framework




Definition of Exhaustive Test Case

= Software failure: fail to generate safety signal when demand comes.

Demand: a plant condition that requires actuation of safety systems

= Exhaustive test case : all possible sets of the SW input/internal variables
that generates SW safety output (e.g. trip signal).

Plant process variable
(e.g., pressure, level)

Digital RPS /

CHANNEL C CHANNEI

If trip signal is ggnerated
by RPS, the reactor
is safely shutdown.

SW input
variable

_B_AFSET_FALLING

4
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_B_PY_0UT —
_E_TSP2PTSP_DIFF—]
_B_PTRIP_LOGIC—]
_B_PTEP—
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EH

-B.T3P—

HVS

PY_0UT

TEPEPTSP_DIFF

PTRIP_LOGIC

PTSP

TRIP_LOGIC

TSP

RESET_FALLING

END)

PTRIP_LOGIC

FTSP

TRIP_LOGIC)

TSR

|—_B_PTRIP_LOGIC

—-E-PTSP

|—_6_TRIP_LOGIC

—-6-TSP

(4-3)2120HL= T

SW internal

variable

]
Efl=z2| ZWE=

_6_TRIP_DECISION

SW output
variable
(safety signal)

_E_PV_OUTJ

=]

PY_our

TRIP_DECISION

ENO)|

TRIP

| \

-G_0B_START_STA
G_TRIP

Safety signal (e.g., Trip signal)

Example of Reactor Trip Logic Software




Theory of Test Case Generation

= Generating Test Cases — Satisfiability Problem

= Satisfiability : A formula is satisfiable if there is a model that makes formula true.

= Examples of Satisfiability Problems
= Boolean Satisfiability Problem (SAT) : Propositional formula

=  Satisfiability Modulo theory (SMT) : First order logic formula

fi=x1Ax, f2=%1 A xq
f3 = (—|x1Vx2)/\(—|x1 ng)/\ (xz ng)/\ (_Ixz V_ng)
fa= (@1 +5=x)A(x3 < x3) A(x3 <8)

* Isthe formula (f4, f,. f3, f4) Satisfiable?

- If the formula is satisfiable, do we have x,'s that make formula true?




Theory of Test Case Generation

= Formulation of Test Case Generation Problem

= Objective : Derive all possible software input/internal variables (x;'s) such
that the software output (f(x,)) becomes true.

arg f(x;) = true
X;ES

CEFEAL
EM P

HOVE_B00L
pe_our ]y, ouT I 4] 1 E EHOI /

.__J . = . . . . .__{\

A --
13-} Y TRE— NI oUTH—TRIP_LLOGIC | |
| J | QR
AD02_FEAL
EN ENDIX
OAD_TO_RER]
EN ENOJX TSP—N1 our—TeR
/ . . - : . . .
our

" sk 2
: : —— - .
Xi

An example FBD program for calculating TRIP_LOGIC

=
[

« Formula (f) : Software output

- Literals (x;) : Software input / internal variables

« Space (S) : Domain of all possible software input / internal variables
that may encounter during software operation




Exhaustive Test Case Generation Framework

= 1) Translating the SW program to semantically-equivalent SMT formula

= 2) Generating exhaustive test cases by finding the models for the literals of
SMT formula by satisfiability check given software output.

T ; : :
........ # rung 0 #
END2 DWORDO in IN1 = MD1 208 in
gt . 912 END2 DWORDO in IN2 = BitVecVal(int ("FFFF0000",
={BP___b_Self_Diagids £3 “«» _ — —
_node 1 7 s _ start -> 17, -> 18, -> 4 8; ~ - 16), 32)
node 2 6 function AND2 DWORD OUT =-> 5 6.IN; 913
700(]9 5 io SHRN OUT —>‘Hﬁ£.IN1; AND? DWORD(O in EN = True
noge & 506 3 ;oo 915 AND2_DWORDO out ENO, AND2 DWORDO out OUT =
" node _1_8 000 ->_2_6.1IN2; END2 DWORD(END2 DWORDO in EN,
_node 48 _1d 16 -> 5 6.N; AEND2 DWORDO in IN1, AND? DWORDO in INZ2,
R 0 g A A0 AND2 DWORDO out ENO, ANDZ DWORDO out OUT)

NPP safety software in FBD language Translated SMT formula of RPS software

= 0 = T 6 TRIP LOGIC  False 6 TSP 17780 6 BV OUT 17780
- : - 2 6 TRIP LOGIC False 6 TSP 17781 6 PV OUT 17781

“Wtest>python main.py S °— — _5 _o_FV._|
:"sgi;;_‘l’l‘j?ﬁ'{iﬂg; mJad;rE;a:,f n-sat): sat 3 _6_TRIP_LOGIC False _G_TSP 17782 _6_PV_OUT 17782
= gug‘ellaﬁ?nglrﬁ%é <bound method Solver. repr  of [ 6 PV OUT <= 17800, 4 6 _TRIP_LOGIC False _6_Tsp 17783 _6_PV_OUT 17783
T6ISP < 17790, 5 6 TRIP LOGIC False 6 TSP 17784 6 PV OUT 17784
S-TRP LOGIE = False, € _6 TRIP_LOGIC False _6 TSP 17785 _6 PV OUT 17785
T 7 6 _TRIP_LOGIC False 6 TSP 17786 6 PV OUT 17786

”(”(L:E?\'f(r 5 g - T 6 PV
1£(°6_PY_OUT <= _B_TSP, True, False). 8 _6_TRIP_LOGIC False _6_TsP 17787 _6_PV_OUT 17787

alse) , Y alse
Mot 2o L ey ¢ 6 TRIP_LOGIC  Fal 6. TSP 17788 6 _PV OUT 17788
T 10 ~6 TRIP LOGIC False 6 TSP 17789 6 PV OUT 17789
AndCif(True, 11 6 TRIP LOGIC False 6 TSP 17790 6 PV OUT 17790
RSPy &= e, uom, (el 12 6 TRIP LOGIC False 6 TSP 17789 6 PV OUT 17782
alse) .

e LT EEE): 13 6 TRIP LOGIC False 6 TSP 17789 6 PV OUT 17785
o 14 6 TRIP LOGIC False 6 TSP 17788 6 PV OUT 17785
o TEAIP LOBIE) 15 6 TRIP LOGIC False 6 TSP 17787 6 PV OUT 17785
Truels 16 _6_TRIP_LOGIC False 6 TSP 17787 6 _PV_OUT 17786
found adels LBTSP - 11780, 6PV OUT - 11780, 6 TRIP LOGIC  Fut 17 ~6 TRIP LOGIC False 6 TSP 17785 6 PV OUT 17784
e CometeaintO1 e Tae 100, B ot 12 7700, B ThIP 00 € i False] 18 6 TRIP LOGIC False 6 TSP 17783 6 PV OUT 17780
- 19 6 TRIP LOGIC _ False 6 TSP 17783 6 PV QUT 17781

Exhaustive test case generation algorithm Exhaustive test case for software output




NPP safety software - FBD program

= Function Block : Basic unit having input/internal/output variables

= Component FBD : Group of FBs interconnected according to execution order

= System FBD . Group of component FBDs (a whole software)

& BP_WITH_tasko1 77 s e T e e A AT
o] 220 paa
B+ BP 0|2 EEEEEEEAEEEEES [z=7z22 =z | ~
C BP__a Al_Config Alchi0H U= BOOL 0 s FALSE
C BP__b_Self Diag Aichs1  Lig BOOL ] s FALSE
C BP___c_Heart Beat Al1_ch6_5 g BOOL 0 s FALSE SyStem FBD
C BP__ e |CN_ATIP_INPUT All_ch7_8A Uu*% BOOL 0 2sE FALSE ™
C BP__fXT.CHOISE = — | = = = =
C BP__g X_T_START_MODE . : : : . S
C BP___h_D34 T START_MODE DIY_DINT DIV_DII
€ BP__i_T_BAD_CONDI 689 EN ENOp EN H
C BP__jIO_MDL_TEST i ) ) ’
C BP___k Trip_LogicA 590 10000—] 11 1 I kou-r IN1 ol
C BP__ | Trip_LogicB | ] FUI’ICtIOI’] B OC T )
C BP___m_BP_Test Result
C BP___n_Data_Output 631 SCANT IME— N2 2—{inz
=) aex ge B » » : » :
£ OP_MODE_23
¢ Ur MoDE 6 Component FBD
£ UINT : : £ BESET ysp : :
£ X_BPINTEST_RST 593 EN RESET_YSP EN = = 5 = =
o [F) Hex mo s 22 v -
# BP_T_START34 —SUE_DINT
£ FIX_FALLING 694 _B_PY_oUT—HPy_ouT PTSH— -6-PTSP 28 1 EN ENO[X
# FIX_RISING : 1 :
# INPUT_SELC 29 PY_OUT—| N1 OUT|—TEMP_TSP
- _6_RST_DELAY_MXCNT ]
# INPUT_SELC 34 695 . . RST_MAXCNT \ ‘ »
..£ OP_BYPASS_DECISION & RsT_STEP—| 1o
-.£ OUTPUT_SELC 696 _6_RsT_REA_MCR—}RST_REQ_MCR : ‘ :
—.# OUTPUT_SELC_34 L | : [ MOVE_DINT |
.4 RESET_FALLING Ell EN ENOJX
. # RESET_VSP v 637 -6_RST_RED_RSR—RST_REO_RSR .
ax [sE90 24 ) 1 ] 32 O—IN1_ our|—RST_CNT
<

An example of FBD program




Translation of FBD programs

= FBD exhaustive test case generator (FETCG) : automatically translates the
source code to SMT formula based on the developed translation rules.

TE—— -1 Source code of PLC program

FBD-to-SMT Translator L f t I t d FBD i 2 3 [} 5 B
ogs 1or transiate S 5
= RESET_VSP.Ids translated to RESET_VSP py - Ty
= "“"’:‘;BD TRIP_DECISION.Ids translated to TRIP_DECISION.py & - ANOC_IROF0 a0 - S
sibaiede _34_TRIP_DECISION Ids translated to _34_TRIP_DECISION py v
7 0. 208— w1 |PBP___b_Seil_Diaglds E4
o T T T odict Fs tanslaiod o 0P N Tiolt Biet node 1 7 8 start -=> 1 7, -> 18, -> 4 8;
|_Trip_LogicB.Ids translated to _Trip_LogicB.py A 8 1 B4FFFFO000 2 BB 26 Fu 5 ND? T O0T = &5 .
T"’""::DS”“’"’ BP m_BP_Test_Resultlds translated to BP m_BP_Test_Resultpy L 2 _node 2 6 —funCt}On ANDZ2_DWORD OUT ) > 5 _6.IN;
BP___n_Data_Outputlds translated to BP___n_Data_Outputpy o . i node 5 6  function SHRN OUT -> 8 6.IN1;
node B8 6 function MOVE WORD OUT -> 10 7;
node 1 7 ld %MD1.208 -> 2 6.IN1;
FBDET execution __node 1 8  1d 164FFFF0000 -> 2 6.IN2;
__node 4 8 1d 16 -> 5 6.N;
Ganerain Tost BP__out_6_TRIP_R==True Add __node _10 7 st $MW3.1 -> 10 7 E;
Module Constraint ) node 10 7 end;

Generate Model 1D Constraint
fr ol cle 1 BP__ out_ 6_TRIP_R == True

v |

={BP__b_Self_Diagpy 3
from z3 import * A
set i *:
Name Type Value  Description A FROm;PISLLIUNG JMDOEE
Execute FBDET : . .
BP___in___MX1_1792 |input False ChA BP1 PLC Diagnostic bEidef BP Diag (BP b_Self Diag_in):
BP__in__MX1_1984 |input |False | ChABP1ICN 1 Module Di 06 4 i cemmes function operation ----- L
BP___in___MW4_1495 |input 26007 |ATIP Heartbeat Value # rung 0 #
([+2%. 1268 2019 1407) Intialized = 9 AND2_DWORDO_in IN1 = MD1 208 in
|[+2%. 1268 2019 14:07] Start translating Component FBDs. ! . X X
|[+2%. 12 6% 2019 14:07] Completed translating Component FBDs. o | ANL)Z_DWOI(DO_ln_INZ = BitVecVal (int (" I [ ) S ) |
|[+2%. 126F 2019 14:07] Start translating System FBDs
|[+2%. 126§ 2019 14.07] Completed translating System FBDs 914 AND2 DWORDO in EN = True
293 = - & B
{ ﬂ;'}gg:gg}g1:82g‘;"‘;‘:;"e‘:a"gz';‘;“d""°"“”'a 9 AND2_DWORDO out ENO, AND2 DWORDO out OUT = AND2 DWORD(
|[+2. 12 6% 2019 14:07) Executing main py AND2_DWORDO_in EN, AND2 DWORDO_ in IN1, AND2 DWORDO in_ IN2
A , AND2 DWORDO out ENO, AND2 DWORDO_ out OUT)
SHRN1 in IN = AND2_DWORDO out_ OUT
SHRN1_in N = BitVecVal (16, 32)

Screenshot of exhaustive test case generator
Translated SMT formula for the example program
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Single Test Case Generation

\

Translated FBD program 4 1) Define Program under Test

| RESET_FALLING py E3
from z3 import *
from pset func import *

1-1. Define variables

Bdef ki NG(EN, in HYS, in PV OUT, i

1-2. Define program

RO

# ————- temporary variables ----- i

templ = False
temp2 = False
] ENO 1 RESET FALLING = False

# ——-—- function operation ----- F#

e 2) Define Test Requirements
LE_REALO_TN1 = in_PV_OUT

LE_REALO_INZ2 = in TSP

2-1. Define desired software output
(e.g., TRIP_LOGIC =true)

O

3) Solve for Test Requirements

LE REALO EN = True
ENC 1 RESET FALLING, OUT 1 RESET F
LE REALO OUT = QUT 1 RESET FALLING

< >

4 )

— r 3-1. Check Satisfiability (— sat/unsat)

TRE—INI_ ouT{—TRIP_LOGIC

AD0Z_FEAL
- e ENO
pa e e IR AN (O 3-2. Retrieve model for the
. program variables (solution)
—IN U} IN:

Generated
\ / test case

_______________________________

Process of single test case generation for PLC program

12



Exhaustive Test Case Generation Algorithm

[ Start ] TestSet = {0}
—— / TR, : Initial test requirement (TRIP = True)

15t jteration

Add TR, as constraint ] Append

v

TestSet = {TestCase, }

| Check satisfiability for TR, (—sat) ]| —> {TestCase,}
[ Retrieve model for TR, (— TestCase,) ] \

ond iteration TR, : Test requirement for 2" iteration (= TR, U {negation of TestCase,})

[ Add TR, as constraint ] /

[ Check satisfiability for TR, (= sat) ) > {TestCase,} Append

[ Retrieve model for TR, (— TestCase,) ] \

v

TestSet = {TestCase, TestCase,}

n" iteration /

[ Extract/Assert TR, ]

v

TestSet = {TestCase,, TestCase,, ... , TestCase, ,}

[ Check satisfiability for TR, (— unsat) |

— If TR, is unsat,
return TestSet
[ End ]

Process of test case generation for FBD program

13



Exhaustive Test Case Generation Algorithm

= The algorithm is implemented to FBD exhaustive test case generator.

= |t automatically generates exhaustive test cases for PLC program given the
defined software output.

Translate
Component FBD

Translate System

# FBD Exhaustive Test Case Generator

FBD-to-SMT Translator

RESET_VSP.Ids translated to RESET_VSP py A
TRIP_DECISION.Ids translated to TRIP_DECISION.py

_34_TRIP_DECISION.|ds translated to _34_TRIP_DECISION.py v
BP. |_Trip_LogicB Ids translated to BP. |_Trip_LogicB.py ~
BP. m_BP_Test_Resultlds translated to BP. m_BP_Test_Resultpy

BP. n_Data_Output|ds translated to BP. n_Data_Output py v

Source code of program

FBDET execution

Generate Test
Module

(1) Define desired software output

Generate Model
for FBD output

BP__out_6_TRIP_R == True Add
Constraint
1D Constraint
1 BP___out_ 6_TRIP_R == True

ve |

(2) Defin

e range/value of software variables

Name Type Value Description

Execute FBDET
BP___in___MX1_1792 |input False ChA BP1 PLC Diagnostic
BP__in__MX1_1984 |input False |ChABP1ICN 1 Module Di
BP___in___MW4_1495 |input 26007 |ATIP Heartbeat Value
|(+2%. 1268 2019 14:07] Initialized ~

|[#2%. 126F 2019 14:07] Start translating Component FBDs
|[+2%. 126% 2019 14:07) Completed translating Component FBDs.
|[+2%. 126% 2019 14.07) Start ranslating System FBDs
|[+2%. 126§ 2019 14:07) Completed translating System FBDs.
[+2%. 1268 2019 14:07] Constraint ID#1added to formula
|[+2&, 1268 2019 14:07] Generated main py

|[+2%. 1268 2019 14:07) Executing main.py.

(3) Program log

Screenshot of exhaustive test case generator

T z 3 1 5 |
5
q - INCZ_DRORD m.}-- ‘H Ei)
7 201208 |EdBP__ b _sell Diaglds &3
1 node 17 S start ->17, -> 18, -> 4 8;
B |GFFFFO000—|IN2 __node _2 6 _ function AND2_DWORD OUT -> 5 6.IN;
_node _5_6 _function SHRN OUT 7>_8_5.IN1;
g __node 8 6 _ function MOVE_WORD OUT -> 10 _7;
node 1 7 1d ¥MD1.208 =-> 2 6.IN1;
“node _1°8 _ 1d 164FFFF0000 -> 2 6.IN2;
_node _4_ 8 _ 1d 16 ->_5_6.N;
" node 10 7 _ st &MW3.1 -> 10 7 E;
__node 10 7 E _ end;

== TestSet_pp_17790 xt E3
* first row: address ~
* rest row: value
00db1700 00db17c0 00d4985d7 00c0826e 00c080bd 00c080b7
00cO810d 00db46b0 00c080b8 00d985fc 00c080cc 00c080cd
00c080c5 00c080c6 00c07£93 00c07£94 00db3049 00db304a
00db304b 00c08275 00db4663 00c08276 00c07fad 00c08009
00c08105 00c08115 00c07£ffb 00c089e8 00c089e9 00c089e6
00c089e7 00c07f8c 00c07£f8
0 0 26007 26000 0 0 51 10 O Q 0 0 32 0 Q o]
0 0 0 0 0 0 1 0 17790 17790 0 0 0 0 0 0 0
10 0 0 26007 26000 0 0 51 10 O Q 0 0 32 0 Q 0
0 0 0 0 o] 0 1 0 17787 17790 a 0 0 0 0 0 0
11 0 0 26007 26000 0 0 51 10 0O 0 ) 0 32 0 0 0
0 0 0 0 0 0 1 0 17786 17790 0 0 0 0 Q 0 0
12 0 0 26007 26000 0 0 51 10 0 0 0 0 32 0 0 0
0 0 0 Q 0 0 1 0 17788 17790 o] 0 0 0 Q 0 0 ~
INormal text file length : 8457 lines : 100 Ln:8 Col:117 Sel:0]0 Windows (CR LF)  UTF-8 IN

Generated test case file for Rx. trip signal output
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Demonstration of Test Case Generator

FBD-ta-SMT Translator

Translate
Component FBD

Translate Sysiem
FBD

FBDET execution

Generate Test Add
Module Constraint
18] Constraint
.
Load Varniable MName Type Value Description Address
Information
Exscuts FEDET

[Wednesday. 16 October 2019 12.09] Inifialized

B4kt Ewicn" 5
bo A1 ¥ g wg | Op O B 09 0 8
i ) G T T e 1 e I
5
olE | Erel GIOE| Etf | @37 | 84 =712 #358 |
HYS L WORD 0 o2& 1620
PV_OUT = REAL 0 =3 0.0
TSP2PTSP.. & WORD 0 28 1620
PTRIPLOGIC &S  BOOL 0 uE FALSE
PTSP UFS  REAL 0 e 0.0
TRIPLOGIC &2  BOOL 0 28 FALSE
TSP YES  REAL 0 48 0.0
1 2 3 4 b b T 8
1
LE_REAL
2 END)
TRIP_LOGIC FHOE T
: out | ] B ENOX
4 TALE—{ N1 ouTl—TRI
ADCZ_HEAL
5 -{En ENDX

WORD_TO_REAL

ENO)

aur

TsP—|

IK1 ot

IN2

L TSF




Appligation: RPS Trip Logic Software

= |IDIPS-RPS was developed in Korea to satisfy the design requirements of APR-
1400 which has full-digital 1&C systems.

= BP software has 15 trip logic modules which generate Rx. trip signal when the
process parameter deviates from permissible operating condition.

CHANNEL A’ | - - - oo e oo o o o e e e e e e e mmmm——m—— =y

I I T
sHpaw ~ | (TR AT v O v o o
@ = (&) 220y pasa Hos . n
i &
BP1

pSET
iE-— ATIP L

environment
T ™

713 IFES
60

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
ENO| l
1
[ coooo.txt 3 1
Al
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1 00C00000 0F2B0000
' 2 00C00001 087000C0
CP1 - 3 00C00002  500B0014
4 00C00003 0F2C0000
Pt 5 00C00004 50208A5E
-ie 6 00C00005 0F2D0000
INIT. 7 00C00006  OF2E0000
LoGIC | —| © oocoooo? 0F2F0000
»| < 00c00008  50480B02
Compiler, Linker | 1© 00coo00s  o087000c0
TRealy § i 11 00CO000A  1540C000
ryyy | ., Lo _nncononn  ©n400BRN00
[ATBICID] T A e

Source code and compiled machine code

Architecture of one channel IDIPS-RPS and prototype : 2
§ P of BP trip logic software




Application: RPS Trip Logic Software

= Target Trip Logic: Pressurizer-pressure low trip logic

= Target Test Scope: Trip-initiation condition (SW output: * 6 TRIP_R = true’)

= Target Scenario: All possible accidents

I pset_funcpy E3
1 § -4

= RESET_FALLING py £3

coding: utf=8 —%=

from z3 import *

ENO2 = If(EN, True,
return ENO2, OUT2
BD = IN1 + IN2
ENO2 = If(EN, True,

return ENO2, OUT2

def LE REAL(EN, IN1, IN2, ENO, OUT):
BD = If(IN1 <= IN2, True, False)
ouT2 = If(EN, BD, OUT)

—def ADD DINT(EN, IN1, IN2, ENO, OUT):

OUT2 = If(EN, BD, OUT)

from z3 import *

Jdef RESET F

g #H —-——- temporary
templ = False

False) 10p temp2 = False

# rung 0 #

False) LL_HL“ALO_]:‘N = True

from pset func import *

LLTNG(EN, in HYS, in PV _oUT

LE_REALO_IN1 = in_PV_OUT
LE_REALO_INZ = in_TSP

L‘INU_I_R]:ZSI:}T_I"ALLLNG, UUT_l_H]:LSJ:
LE_HEALO_UUT = UU‘['_I_RL‘ISET_FALLL

(a) Function Blocks

Hee__x Tip Logeapy B

210

o Bdef k_Tri jich(BP k_Trip Logic

from RESET VSP import *
from RESET FALLING import *
from OP_BYPASS DECISTON import *

templ = False

RESET_FALLING50_ out ENO, RESET FALLING
6 PTRIP LOGIC 2 = If(RESET FALLING50
"6 PTSP 3 = If(RESET FALLINGS0 out EN
"6 TRIP LOGIC 2 = If(RESET FALLING50

Generated files from BP trip logic SW source code

(c) System FBD

(b) Component FBDs

Information on the

translated FBDs

Function Blocks (FBs)
Component FBDs
System FBD

System input/internal variables

System output variable
Temporary variables used*

242
122

1

32 (/ 612)
1

2,661

List of software input/internal variables

that contributes to trip

Variables

_6_TSP_R
_6_PV_OUT_Al
Al_2_MDL_ERR

_6_RST_REQ_MCR DI

signal generation

PZR-pressure-low
trip setpoint

PZR-pressure-low
process parameter

PLC analog input
module error signal

Operator trip setpoint
reset request (from MCR)

17



Application: RPS Trip Logic Software

= Atotal of 4,206,164,480 test cases were generated for the target BP trip logic
and tested in the developed test-bed.

= As a result, all test cases generated the trip output after BP software is executed.
(~ 6.205 msec/case)

ID of test case
~

IRIP_R.a PACKIE
PACKIB
EN ENOX

FALSE—BITO PACK]

-2_TRIP-R—BIT1

1
I Final tr
_3_TRIP.R—gT2 Outpu
Status of input/ e a—airs
internal STRIPA_|giTa
variable —H ,
before test g Trip outp
S Ore. es. g Of PZR-PR
execution in N trip logic
test-bed

Status of output|[>2
variable after [ - :
test execution
by test-bed

FALSERmIT10

FALSE—BITI

FALSE—BITI2

A part of test result for BP target trip logic

BP software execution in test-bed
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Conclusion

TE_FERL
Enoj

TRIP_LOGIC
P _oUT —] ) our | +

WOVE_B0C
{EN

1SP—{IN TRE—IN1

A0 _FEAL

womer| - NPP SW
FBD

program

Compiled

Exhaustive Test
Case Generator

PLC Emulator

FBD-to-SMT
Translator

PLC Internal
Structure

| Testset_pp_17790.txt E3 |
I * Title Test Cases generated
» * for constraint (=)
3 * BP  out 6 TRIP R == Tr
4 * Developer: Sang Hun Lee, Hy
5 * Generated Date: Thu Aug 01
* first row: address
* rest row: value
00db1700 00db17c0 00498
9 0 0 26007 26000 0 0
1O 0 0 26007 26000 0 0
—— Q 25007 26000 0 0
Exhaustive foo7 26000 o 0o
test cases
Software
TestResult | =
. Tt\Tes 1qut4/7( stSet pp 17

FBDET

SMT Framework

Machine-code
level testing

0.0t 3 NPP SW E[

00C00000 0]

00C00001 0 assemblyy
00C00002 S50upbuoTr=
00C00003 OF2C0000
oocooo04 50208A5E
00C00005 0F2D0O00O0
00C000086 O0F2E0000
00Co0007 OF2F0000
0oo0Cco0008 50480B02
00Cco0009 087000CO0O
00CO000A 1540C000
[a¥aYara¥a¥avat-) SNaW/R-Ta% -Yats)

) Rensselaer

ULSAN NATIONAL INSTITUTE OF
SCIENCE AND TECHNOLOGY

Case# 296505
ok ko Rk T Rk Rk ok ok Rk ke
_ MX1 1792 (@00db1700) : 00000000
MX1 ?054 (@00db17<0) : 00000000
T MW4 1495 (@00d985d7) : 00006597
ATTP Heart Beat Monitorl int HB t7 (@00c082
HBE_ATTIP_ERR_CNT (@00c080bd) : 00000000
AT1l_STS0 (@00c0BO0L7) : 00000000
& RST DELAY CNT R (@00c0810d) : 00000033
6 AI CH ERR (@00c07f£8) : 00000000
KRRk kR ok ok ko QUL DT Rk Rk ko ko ko ke
6 TRIP R (@00c0800b) : 00000001
TRIP R a (@00c080cec) : 00000020
QX0 3 2 (@00da00c2) : 00000001
e ke ok e ok e ok o ok ok ok ok ke ok ke ok ke ok ke ok ok ok ok ok ok ke ok ke ok ke ok ok ok ok ok ok ok ok

Normal text filc length : 1,551 lines : 46 n:d6 Col:1 Sel:0|0

f 21 Z
e 2R ) ICHNP

Korea Atomic Energy Research Institute

\\\\\\

KOREA KYORO & NUCLEAR POWER CO, LTD
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