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1. Introduction

As safety/security-sensitive facility, nuclear power
plants have paid a great attention to prevent human risk.
However, the current fitness-for-duty evaluation and
monitoring system relies on subjective and ex-post
evaluations, such as pre-employment background check,
mental health evaluation, and peer evaluation. As a
result, the cost for safety/security has increased, at the
expense of work efficiency. Therefore, the operators
and regulatory agencies are demanding the technologies
that can objectively evaluate the fitness-for-duty and
reduce the burden of peer evaluation.

The biosignal-based approaches have shown the
potential to solve this problem. Typical applications
were fitness-for-duty management [1], human error
reduction [2,3], and insider threat mitigation [4]. These
technologies should contribute to reduce human risk by
providing 1) real-time feedback on mental/physical
conditions and mistakes of workers, 2) the degree of
concentration of workers, and 3) communication
between workers, thus reducing the burden of peer
monitoring. Consequently, it is economical or safe from
the human damage caused by human error or intentional
error in facilities.

A previous study [5] attempted to classify the
psychophysiological detection of deception. To mitigate
insider threats it predicted the implicit intentions of
participants on a given insider threat and daily stress
scenarios. The scenario covers deception tests only,
including comparison and non-comparison questions.

In this study, acquaintance test and concealed
information test (CIT) were performed to test the
technical feasibility of recognition tests to detect the
deception. The results are expected to be supplementary
indicators of the worker's trustworthiness. Furthermore,
a biosignal-based insider threat mitigation policy can be
established, in that both scenario-based malicious
intention test and periodic recognition inspection will be
properly planned.

2. Methods

We carried out acquaintance test and concealed
information test using electroencephalography (EEG).
Eight healthy young adults voluntarily participated in
the experiment. Their EEG signals were recorded with
500 Hz, 21-channel international 10-20 system Ag/AgCl
electrode cap and Neuron-spectrum 4/P (Neurosoft Ltd.,
Russia) software.

2.1 Acquaintance test

Acquaintance test is a task that aims to distinguish the
biological reactions of seeing the photo of 20 unknown
people, 4 acquaintances, and themselves (total 25
photos) using EEG. In single trial, a picture of a person
appears for a period of 300ms and a black screen
appears for a random period of time between 1500-
1700ms. Each session consists of ten times of each
stimulus presented, 250 trials in total, and the
experiment was repeated over three sessions. Photos
appeared in random order in each session. Participants
were exposed to each stimulus on the monitor and
instructed not to make any movement.

2.2 Concealed Information Test

In the CIT, the participants first committed a mock
crime — on the desk in the experiment room, they picked
up one out of five items (credit card, USB drive, wallet,
key, SD card) presented on the table and put the
selected item in his/her pocket. Then, when the
participant’s looking at the pictures of five items,
biosignals were distinguished between the stolen item
(“probe”) and not stolen items (“irrelevant™).

As shown in Fig. 1, the Complex Trial Protocol [6]
proposed by Rosenfeld was implemented in this study.
In this protocol, two sets of stimuli were presented for
each trial. In the first trial, either probe or irrelevant was
displayed for 300ms. Then, for a random time range
between 1500-1700ms, participants pressed “a” button
on the keyboard (“I saw it” response). In the second
stimuli, target (“11111”) and non-target (222227,
“33333”, “44444”, “55555”) are displayed for 300ms.
Additionally, for a random time range between 1500-
1700ms, participants pressed the right arrow button if
they saw the target, and pressed the left arrow button
when they saw the non-target. The experiment was
repeated over three sessions; each consisted of ten trials.



Transactions of the Korean Nuclear Society Virtual spring Meeting
May 13-14, 2021

\Stimulus 1: Probe/lrrelevant
\

\
\

\ \
\\
‘\

Assigned Response
“| Saw It" Response

\
\

\
\ \\Stlmu\us 2: Target/Nontarget
\ \
\
. o
\

\

Fig. 1. Complex Trial Protocol for CIT [7].
2.3 Analysis of EEG Data

Preprocessing process was proceeded for the EEG
data collected from 21-channels to remove noises and
artifacts. The data were down-sampled to 250 Hz, and
the frequency below 1 Hz was filtered using a high-pass
filter. Besides, the external artifacts sich as body
movements, eyeballs’ rolling and eye blinking were
discarded from the independent component analysis
(ICA). The power at the electrode site Fz (frontal
midline) were used for event-related potential (ERP)
analysis.

Then stimulus-locked data were extracted for each
trial, from -100 to 1500 ms ([-100, 1500] hereafter)
relative to presentation of the stimulus. For artifact
rejection, each trial was corrected to the baseline, a
period of [-100,0]. Moreover, the trials with a range of
greater than 100 uV between the highest and the lowest
amplitude were removed from further analyses. Finally,
the trials were averaged for each stimulus type to
observe the difference of ERP shape among the stimulus

types.
3. Results

3.1 Acquaintance Test

In acquaintance test, there was significant difference
in the shape of ERP among the stimulus types (unknown,
acquaintance and themselves). As shown in Fig. 2, the
P300 ERP signal, defined by the difference between the
highest and lowest power around 300ms, were the
highest when the participants watched their own photos,
followed by the acquaintances. The P300 ERP were the
lowest in the photos of unknown people.
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Fig. 2. Stimulus-locked ERP results in acquaintance test.
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The results indicated the possibility of using P300
ERP for recognition tests for access control to vital
areas in nuclear power plants, through the process of
checking whether the worker does not recognize the
specific person, possibly the terrorists, for example.

3.2 Concealed Information Test

Contrary to the previous CIT experiments, the P300
power was not significantly different between probe and
irrelevant stimulus. Compared to the acquaintance test,
the CIT's ERP appears to arise from the distinction
between the unknown and the known stimuli, not from
the intention to conceal specific information. In order
for the CIT to properly generate the P300 ERP, the
participant must be made unaware of the existence of
the remaining four items. For example, it would be
better for the participant to find 1 out of 5 hidden
objects instead of choosing 1 out of 5 objects displayed
on the desk.
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Fig. 2. Stimulus-locked ERP results in concealed information
test.

4. Discussion and Conclusion

This study performed the biosignal-based recognition
tests in two ways — acquaintance test and the CIT. The
difference of P300 ERP was significant between the
stimulus types in acquaintance test. On the contrary, the
CIT failed to show the difference. It indicates that the
use of CIT for normal workers should be limited to test
the recognition and knowledge, rather than to test the
intention of concealing any information.

Nonetheless, this study provides empirical evidence
for the potential use of recognition tests for access
control to vital area in nuclear power plants, under
several critical considerations. First, although the P300
ERP distinguished the known people from the unknown,
further investigation should be conducted to connect the
recognition and the intention of deception to block the
specific worker’s access to vital areas. Second, other
types of ERP need to be considered to identify the
implicit intention in a comprehensive manner. For
example, the real-time based error-related potential
(ErrP) corrects the robot movements to detect malicious
insiders.
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