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1. Introduction

Safety-critical instrumentation and control (1&C)
system in nuclear power plant (NPP) implemented on
programmable logic controllers (PLCs) plays a vital role
in safe operation of the plant. The challenges such as
fast obsolescence, the vulnerability to cyber-attack, and
other related issues of software systems have currently
led to the consideration of field programmable gate
arrays (FPGAs) as an alternative to PLCs because of
their advantages and hardware related benefits [1].
However, safety analysis for FPGA-based 1&C systems,
and verification and validation (V&V) assessments still
remain important issues to be resolved, which are now
become a global research point of interests. The
regulations and standards demand that sufficient V&V
should be performed to demonstrate the safety level of
the systems [2]. Generally in FPGA design verification,
the designers make use of verification techniques by
writing the test benches which involved various stages
of verification activities of register-transfer level (RTL),
gate-level, and place and route. Writing the test benches
is considerably time consuming and require a lot of
efforts to achieve a satisfied desire results. Furthermore,
performing the verification at each stage is a major
bottleneck and demanded much activities and time. In
addition, verification is conceivably, the most difficult
and complicated aspect of any design. Therefore, in
view of these, this work applied an integrated
verification approach to the verification of FPGA-based
I&C system in NPP that simultaneously verified the
whole design modules using MATLAB/Simulink HDL
Co-simulation models.

2. Methods and Results

In this section the approach we used to achieve an
integrated verification of the FPGA-based 1&C system
in NPP is presented. We took, as a case study, the
bistable logic for fixed setpoint trip algorithm among
the three types (fixed, variable manual reset, and
variable automatic rate limiting setpoints) of safety-
critical trip logics in nuclear power plant, with emphases
on increasing/rising trip. Section 2.1 discussed the Very
high speed integrated circuit Hardware Description
Language (VHDL) codes developed for bistable fixed

setpoint trip algorithm, while section 2.2 presented the
integrated verification models.

2.1 VHDL Code Development

In order to develop the VHDL code for fixed setpoint
algorithm, finite state machine with data path (FSMD) is
used so as to simplify the design and to make the design
requirements easily traceable during verification. FSMD
here also served as the modeling for requirement
specifications. Producing appropriate requirements
specifications is a key issue for all highly critical
systems [3], as any error will most likely be propagated
into the design and implementation of the actual system.

Figure 1 shows the FSMD design architecture for
fixed setpoint trip algorithm with the interfacing inputs
and outputs of the algorithm. The VHDL codes are then
developed from FSMD. This involves writing
synthesizable RTL that will be implemented on FPGA
using any of the hardware description languages (HDLS).
The widely use HDL languages are VHDL and Verilog.
Although there is not significant advantages in times of
the end product as to which language to be used, in this
work, VHDL is chosen and used because of its
flexibility and unique features. Among its unique feature
is design reusability [4] which allows procedures and
functions to be placed in a package so that they are
available to any design unit that uses them. This is
impossible in Verilog because there is no concept of
packages in Verilog. VHDL also has some features such
as configuration, generate and package statements,
together with the generic clause, that help the designer
to manage large designs; whereas in Verilog, there are
no such statements. The Active-HDL software
developed by Aldec is used for writing VHDL codes.

2.2 Integrated Verification Model

In this section, the MATLAB/Simulink HDL Co-
simulation that is used to build the integrated
verification model is described. The verification and
testing of the FPGA-based trip logic (for example, the
case of fixed setpoint logic) involves checking and
observing the following RTL/gate-level code structures:

v" The comparator logics are correctly implemented

— the hysteresis is applied to the setpoint when
the system process is in the expected level.
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v' The trip and pretrip logics are properly and
correctly implemented — the logics respectively
generate trip and pretrip signals when the process
input exceeds the predefined limits.

The behavior of the trip algorithm at every point
is correct — that is, each logic performs the task it
is designed for and does not compromise the
performance of the other logics.

The FPGA-based safety-critical 1&C system
satisfies the requirements of the fixed setpoint
algorithm while it is in operation.

The integrated verification model is shown in Fig. 2.

The model is built for four channels reactor protection

system (RPS) with coincidence logic to mimic the real

situation of four redundant channels RPS in NPP. Each

channel is FPGA-based design modules of bistable
fixed setpoint trip algorithm, and each module contains
VHDL design entities/units. The integrated verification

approach used in this work introduces and shows the
opportunity to test multiple units and modules
simultaneously without writing rigorous test benches.
Instead, the test cases and test scenarios are developed
using MATLAB/Simulink models, and the simulation
results and system behavior are simultaneously observed
on both Simulink scopes and Active-HDL simulator
environment. This presents parallelism into the
RTL/gate-level testing process and compares the
function of a unit to some interface specifications. In
this case, the design modules can be collectively tested.
The collectivity and integrated testing reduces the
testing and verification time, and therefore speed-up the
verification process. As shown in Fig. 2, two-out-of-four
coincidence logic receives independent trip signals from
each of the four channels and issues the trip when at
least two among the four channels provide a trip signal.
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Fig. 3. Integrated verification results of four channels FPGA-based PPS — (a) Simulink result (b) Co-sim from Active-HDL
simulator

Figure 3 presents the four channel PPS results that are
collectively  tested on  Simulink  which are
simultaneously shown on both Simulink scope
(Fig.-3(a)) and Active-HDL simulator (Fig.3(b)). At
beginning of the simulation, the output of two-out-of-
four coincidence model is at logic “0” (“2-out-of-4
output” = 0) at the point where none of the channels
issue a trip signal. The output of two-out-of-four logic
goes to logic “1” (‘2-out-of-4 output” = 1) where
channel B and channel D simultaneously issue a trip
signal and remains at logic “1” for the period of
channel B and Channel D trips. At the point where only
one channel issued the trip signal, the output of two-out-
of-four model remained at logic “0”. This, in fact,
confirmed the requirements of redundancy that, at least
two channels among the four channels must be at logic
“1” for a two-out-of-four coincidence model to provide
a trip signal.

3. Conclusions

Verification is conceivably, the most difficult and
complicated aspect of any design, and an FPGA design
is not an exception. Therefore, in this work, we
introduced and discussed how an application of
integrated verification technique to the verification and
testing of FPGA-based 1&C system design in NPP can
facilitate the verification processes, and verify the entire
design modules of the system simultaneously using
MATLAB/Simulink HDL co-simulation models.

In conclusion, the results showed that, the integrated
verification approach through MATLAB/Simulink
models, if applied to any design to be verified, could
speed up the design verification and reduce the V&V
tasks. This is because the entire FPGA-based system
design modules to be verified are modelled collectively,
and the test cases and test scenarios are from the
Simulink models which are easy to develop compare to
writing test benches using any of the HDL languages.
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