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Abstract

The introduction of digital equipment to the safety-critical system requires the quantitative
assessment of digital systems. The aim of this paper is to summarize the factors which
should be represented by the model for probabilistic safety assessment and to analyze the
effect of those factors. We also demonstrate the effect of these critical factors. The failure
rate of software, the coverage of fault-tolerant mechanism, and the treatment of common
mode failures are considered in this study. Because the result of quantitative analysis shows
the severe effect of these factors, inappropriate considerations on these factors will induce
unreasonable assumptions and severely distort the analysis results. We expect that the
analysis result will provide wvaluable feedback to the system designers of digital safety

systems.
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Estimating the effect of software diversity and V&V efforts

Modeling the multi-tasking of digital systems
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Estimating the coverage of fault-tolerant features

Estimating the CCF probability in hardware

Modeling the interactions between hardware and software.
Failure mode of digital system

Environmental effects

Digital system induced initiating events including human errors

B =R olE EokE EF vFE AL ddAem oyfug OF 7 PSA At 7

Ankr oz bAoA ®ol ol&FHE ulxAd HFH 7 Al Z=®(computer-based

system)?l PLCO| 7%= Al Blolm & Wdstal vk fdol = ol EA Wide A eolr

1

£ ol &3yl o 9 Fd Exe] 3] ElolWE FAHete] AETs HAleke WHE 8ol o &3¢
th Al EBrolm = tXE Azl o]l ARAS A, ol A W7 % M 71x2F <
Fx)old], PLC9} o] F714 <l w28 (cyclic operation) e 952 3l Alxgld 53] &34

o7 Agd £ AUrh

Al ElolH = =4 o] interruptE LA I = €F 9 interval timerZ A, <@ 1>9] EA]
H vk} 2 ZY F AEE ol &t YA o) A&t IAEA ¥E AF Al=Fd
AZF AN Aoz waste] ] AR AEE HAAZY. o] AL ‘A AE 2= =
= Ade Az o /FE udt = JHgstel] o] Fo Xtk elv BE A& Q{7 AR

AAE fusE A ohUBR, FA EolMe fEMAL AR Avke Al FoI%

2
o
K3
o



IP: internal processing time

RI: read input time

A UQO: update output time
Program execution Program execution
time time
IP |RI UO |IP |RI Uuo

<+ et

Scan n time Scan n+l time

<% 1> PLCY 24 3 A Adx

azEdeld NHEE FEHA PPOE FAT & YTt H= AL LZETY Rok
NAE o =9 Bel QoA FAT [6. HTolE AWHoR AxEF o oFE HA
oRE Aos k. F, £ZESE APEA Roln ‘LY E (failure rate)’e] Aoz EA
4 FE gk otk ae AAl Agol YoMt AZEFY OF WA TAAYS A4
£ EE olgdE A9s Bed, oA 2xEdold g nBE APE WET ohe
AR (FAE) ] Adel7] Wielth HAE A3 FUE LFE 203 Ho| gl AZLE ol

==

WA ZE = 7] wiolvh oy gk 729 7hgel i Al ‘error crystal’ o] S

Aol dubdoelr}, F, AZESAY FAE LF7F 5AHFE(error
crystaDoll o] A7t h=Egte] 7 FiES SASAE A 9ol HEA RE S {FIF mEdte
A, o] gz FAAH R Q] £2ZEY O/ L {HE WA E FAo] TS wHA

Aok Aolv [71.

Ao axEdold NHEE FAILL AL PR Ader AFW & Ay A4
W, mgEe 40 Basil feh ssdele] gt 4 REEY ngE 9 g EF
& AU F Jout AZEGCE o 2& Aol glomz ARAA HAEs Basl A ¢
AeALs) FAAB LTt BAR 2TEQolE IR AEeE AL ARae AL WA



Aot kA HIAES B3 FHAA tel, £xEd e #Ase dAFE {7 8l A
S A 2 Aotk 9o AFE vie} o] ‘ool M ALEA 1S Yo Ao st
T ARE FASY] A% 78 AR HAE SFE AESE ol HAE W R a4
24 HEE sl ZA, st=9o] 143 AT ES ] g &, H2E
2~E9] coverage MHEE A" F drh o] F HRE 3¢9 AL Ay A5
A #Ho] o, HAES dAME Theshe A% HxvF 9 Aot
E5S X9 AT EYol(dE E°] PPSQ variable setpoint)®] 79 &

ArEske Aol ofdet HAC] AmAAA ol fetE®, o2ldh A& o]
M= AR HolA Fagh 4TS & o8 AdtEn

[m

0,
JH
>
71

3
oX
ul

ﬂd
ﬂHN’
A
%

Q2 o -
i)

olr
o
K

24
o,
o
iV
)
rEI
o
il
iih3

a
il

o,
o,
[
{m
il
o
&
o
i
i

TEU LFCCH) A& Ase AAd o) 2gdn. tAE Ax"e] F- Ad=Tt
dHFE 7171 RTHA HEE 58] CCFel A7t Fasttt. CCFel A2 Wil wet PSAZ 3}
7 2A @A) wEeolth. MR AJoljt AlFAbe] AlFoldt & Ak wd ¥ES ol&su
Y 2ZESOE o] §F RN CCFO &ES 7H + dermz AT A7t sty wet
A OAE 71719 548 Ags] aeldk CCF Al Wi Ed g A7 A& st

A" bd ASAM= B2 o bdsseE 7Eer v =, s B FHe] Al&E )
oA A5 o] o) FE T He Wl AlLEe] AR FEHA BE Thedo] JeBR, o
2 Aol ool Alxdle HE

o UAY A4z BE AFNAE B e WS o FAEY LAN ZEd UAd &9



F9Y EFUAL AA AEFQ WACIERE 1 AR AzY AAZ b4 FHHeIH YA
g3l RSOl A Wk mebd B =Rt 9udQ AdsRe REASoR 4%
F e gHel e A2Re doR BAS £ASAT. B =RAA AN v e
Mgl Wstel Be 1S TSN FUT FYAste] Asolnw, WA Azw HAKN F7

¢

= A% B7rel ol stk ey ol 27 w4 Tl HIFE
o]

W oA AAE AdEor EAE BE

»
o

3-1. 22" g AEe] he 2 7k

dgol He Azde AAAow 4] AU FAH on, 7t Ade 20
2AA) ate] BAED ZeANE Tae Arh 7 wake) ZeAAd odw
2AAE 14 T

O g AFSE RES 2i4Y ddE Ao Ageta, B =

K

w Ewe 52 i AlaE AARe] A vaE S A AAE oA shed o,

aele] tige] B Ak A2 AWF whel o], AxE O AFE, T 71E e

A% W9, S=dole] CCF 4802 @40 Yonz 2 25d faiis #ad 14e
=gtk mebd B =R ASE FgEe] AAst: e nPHA on FF AT
a7t A REo) wol £FHel Atk <19 2> o <ad 3> (8l AN AA AYEE

g AU HaEy ZAME FAEE Z2ANE ojgste] AV} Zteslrg 1

AP 12 7Hgsidlen, A= ZRAME A BolmE o] &dte] HAE s
3

wF AE FEE E =woA AL AR Aste] MG E 2 Al ZRAA
Hell= RZEd7E g glud, 1 AZES 7 U Ao JMAHsa AZE oF
AEES O] BFEL AR A

7 AzRlel BEAY nFOR AgIE Ao ARAAT
=



CHANNEL D

CHANNEL C

CHANNEL B

CHANNEL A

sy
[
FEAT
[==1 PROCEINCR
M=k

<8 2> 9AZ HIAE V¥ MU=



ANALOG DIGITAL INPUT ANALOG
INPUT it INPUT
MODULE MODULE
B2 | | —» 83
A1 BISTABLE A2 BISTABLE
3 « A PROCESSOR » C2
(1-20) (20-1)
D4 — —p D1
o2 o
w r w
i LCL-A2 LCL-AT LOL-Ad LCL-A3 [+ Cf
PROCESSOA PROCESSOR k4 PROCESSOR - PROCESSOR
c2 | 24 2/4 2/4 2/4 . B2
DIGITAL DIGITAL DIGITAL DIGITAL
QUTPUT QUTPUT OUTRUT QUTPUT
MODULE A2 MODULE A1 MODULE Ad MODULE A3
| i | |
SHUNT
W%Eﬂﬁ DEVICE
TCa 1
| |
REACTOR
TRIP CIRCUIT
BREAKER
TCB1

<29 3> Adde Vs BEHE

_10_

=



g 4% 2 #A4L b2 st CCFE F9ste dAs
SEaA AIE e ERF £ vk B =EeAE 9FY REC AAY 3R e,

4 wE

>
tlo
-1>
0::
_OH
g
9
£
\]
ofy
du
_°
e
iy
=
=2
R
s
o
of
o
[-40
=
ol
9
2}
o
T
=
0%
o
X
50
r 1[‘

&
td
rul
rulo
é
ol

e
Su)

B el He AL tAE AEd FAEER, interposing relayoll A A A X7 (trip
circuit breaker; TCB)7}A &) Al EolA ALEH 71712 AT 12 FA vp371A] ol f2 44
% &= 7](transducer) 9] A =% 12 sTh

EZE AAWEE 20RES adEt &l AlEe] v MaE st UAdE AEe 5
A B2 AA HsE 18 FF O AR T opdra Al&Fd vE] Ao r vropd A

1w

- 11 -



=y
T
‘mMO
T

)

B

—~
o

&
o

=]
w4

o] §-3}e]

=
=

7 7] #]

AeE AT TwTlree ¢HA

2

oA =

B

)

A

AU 2 Eholw o

A =
Nes

ol gEo

Al
}

E

]_
Al Erolw 7

At
g7t

3

2]

o]-&-3to] A
_04

KeN
=

PLC EE9 AFH=F

)

p==¥e}
=

=7}

1228

2 X
h=h

A

Eas

oFE

p=s
pu.

Nr

W (w|©|w|w©
o|lo|o|o|o
AR RRARRRN
O (L | L | L | L | L
| |oo|od |
Wio|m|s|—|—
T—|Qe|R[ M
©|w|ww|w|w©
o|o|o|o|o
20T T T[T
Hn_uEEEEE
= — || |—|m
.wE67791
Rel A A R Ll A e
o ~(ojoniom|m
o
Q
= ©O|o|o|v|w©
T o|o|o|o|o
wlelr|rir|r]l
O (W | L | L | | L
= s S| |o|m
Wio|o|o|< |~
D|—|—|0|©| <™
O |m|m|m
© |0 |wo|w|w©
CITITITIT
L | L | L |
Ol ||~ |?™
O N || [+~
QIRIQ|Y¥ |
Ol |m|m|m
H oo~
do |O|O|O|O|—
—_
N
T )
_ = 9
B Um
N F 2
— @)
< O

Anigejreneun waisAs

- 12 -



o
2
)

(2) dTFe A" =83 2F 7] ofgdR d¥ BRES AR

SW Failure Probability

Al&E 27

0 1E-06 1E-05 1E-04
0.3 | 3.106E-06 | 3.206E-06 | 4.103E-06 | 1.308E-05
Fault 0.4 | 1.871E-06 | 1.926E-06 | 2.420E-06 | 7.365E-06

0.6 6.929E-07 7.052E-07 8.156E-07 1.920E-06
0.7 4.855E-07 4.902E-07 5.330E-07 9.607E-07
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i 0 1E-06 1E-05 1E-04
0.3 | 2.757E-06 | 2.856E-06 | 3.754E-06 | 1.273E-05
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