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A Bayesian Belief Nets Based Quantification Method of Qualitative Software Reliability
Assessment for PSA
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Abstract

Current reliability assessments of safety critical software embedded in the digital systems in nuclear
power plants are based on the rule-based qualitative assessment methods. But practical needs require the
quantitative features of software reliability for Probabilistic Safety Assessment (PSA) that is one of
important methods being used in assessing the whole safety of nuclear power plant. This paper
discusses a Bayesian Belief Nets (BBN) based quantification method that models current qualitative
software assessment in formal way and produces quantitative results required for PSA. Commercial Off-
The-Shelf (COTS) software dedication process was applied to the discussed BBN based method for
evaluating the plausibility of the method in PSA.
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- Modeling the multi-tasking of digital systems

- Estimating software failure probability

- Estimating the effect of software diversity and V&V efforts

- Estimating the coverage of fault-tolerant features

- Estimating the CCF probability in hardware

- Modeling the interactions between hardware and software

- Failure mode of digital systems

- Environmental factors

- Digital system induced initiating events including human errors
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