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Abstract

The open source information relevant to the nuclear control is regularly collected,
analyzed, and published to the three web sites by the Technology Center for Nuclear
Control (TCNC) of the Korea Atomic Energy Research Institute (KAERI). These web
sites are world-wide, KAERI-wide, and TCNC-wide, respectively. We are to upgrade
the KAERI-wide website to the access-controlled world-wide web site with some
additional functionality. In this research, the current status of the three nuclear control
related open source information websites managed by the TCNC was introduced and
methods for upgrading the KAERI-wide open source information website and

associated information security technology were reviewed.
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® Secure Socket Layer (SSL) Version 3
® |PSec based Virtual Private Network (VPN)
Transmission Control Protocol/Internet
Protocol (TCP/IP) . TCP/IP 1 4 (layer)

. Network layer Internet layer

Application layer HTTP (Hypertext Transfer Protocol), FTP (File Transfer
Protocol), DNS (Domain Name Service) . SSL 1
Transport layer IPSec  Network layer

. SSL X.509 (Pubic
Key Infrastructure, PKI) . IPSec based VPN
Application layer HTTP FTP DNS TELNET SMTP SNMP
Transport layer TCP UDP
Network layer IP ICMP IGMP
Data-link layer ARP RARP

1. TCP/IP layers and protocols

SSL secured channel
, IPsec based VPN VPN
secured private network
IPSec based VPN IP address

public IP address private IP address ( 2 )




public IP address
, IPSec based VPN, . VPN

gateway public IP address private IP address

X.509 based SSL Version 3 IPSec based VPN
TCNC KAERI-wide

10.0.0.0. to 10.255.255.255

172.16.0.0. to 172.31.255.255

192.168.0.0. to 192.168.255.255

2. Private IPv4 address blocks
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