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A Study of Penetration Test for applying a Remote Monitoring System for
Virtual Private Network
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Abstract

A penetration test has been performed to verify the vulnerability of Virtual Private Network that is
substitute for communication method of an existing Remote monitoring system. An existing RMS was
used for the private telephone and the RMS was applied of al PWR in Korea. But, due to
communication fee, IAEA wanted to replace current telephone line to the Internet line to reduce
transmission cost in operating remote monitoring system. The communication cost of telephone line was
estimated about $66,000/yr. Internet technology would reduce the operating cost up to 1/5. The purpose
of the penetration test was to demonstrate the security of the data and system against both various
external and internal hacking senarios. In most cases, hacker could not even identify the VPN system. In
any cases, the system did not allow the access of the hacker to the system needless to say the data
ateration or system shutdown. Two kinds of test method is chosen; one is external attack and another is
internal attack. During the test, the hacking tool was used. The result of test was proved that VPN was
secure against internal/external attack.
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