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1. Introduction

Probabilistic Safety Assessment (PSA), which is one
of the important methods in assessing the overall safety
of a nuclear power plant (NPP), requires quantitative
reliability information of safety-critical software, but the
conventional reliability assessment methods can not
provide enough information for PSA of a NPP [I].
Therefore current PSA which includes safety-critical
software does not usually consider the reliability of the
software or uses arbitrary values for it [2]. In order to
solve this situation this paper proposes a method that
can produce quantitative reliability information of
safety-critical software for PSA by making use of
Bayesian Belief Networks (BBN). BBN has generally
been used to model an uncertain system in many
research fields including the safety assessment of
software [3].

The proposed method was constructed by utilizing
BBN which can combine the qualitative and the
quantitative evidence relevant to the reliability of safety-
critical software. The constructed BBN model can infer
a conclusion in a formal and a quantitative way. A case
study was carried out with the proposed method to
assess the quality of software design specification (SDS)
of safety-critical software that will be embedded in a
reactor protection system. The intermediate V&V
results of the software design specification were used as
inputs to the BBN model.

2. Methods and Results

In this section BBN is briefly introduced and the
principle of our BBN based quantitative assessment
method is described. A case study was carried out to
verify the possibility and the difficulties of the method
when we use it in a real field. The experience of the
case study is also discussed.

2.1 Bayesian Belief Networks (BBN)

BBN is a network-based formalism for representing
and analyzing models involving an uncertainty.
Nowadays a number of efficient tools for a BBN
modeling are available and BBN has become an widely
used technology in many areas such as medical, military,
financial, and the safety/reliability analysis of
complicated systems such as digital systems. BBN
consists of the following [4].

= A set of variables and a set of directed edges
(arcs) between variables

= Each variable has a finite set of mutually
exclusive states

= The variables together with the directed edges
form a directed acyclic graph (DAC). A DAC
is acyclic if there is no directed path A1 -> ...
An such that A1 = An

= To each variable A with parents Bl ... Bn
there is attached a conditional probability table
P (ABI...Bn).

The most useful advantage of BBN is that it allows us
to employ both subjective probabilities and probabilities
based on statistical data in a unified framework. The
general process of BBN modeling is as follows.

=  Step-1: Identify the main aspects that may
influence the target variable(node)

= Step-2: Determination of relationships among
nodes (topology structure)

= Step-3: Making of Node Probability Table

= Step-4: Collecting evidence

=  Step-5: Computation of BBN

2.2 BBN- based Quantitative Assessment Method

The proposed method relies on BBN to combine all
the variables relevant to the reliability of SDS, and to
propagate consistently the impact of these variables on
the probabilities of the uncertain outcomes (in this
example, the quality of SDS). The variables (nodes)
used in the model were mostly identified from V&V
procedures, V&V reports, and software design
specification. Figure 1 represents the framework of the
reliability assessment of safety-critical software in our
proposed method. Assumption of the method is that the
quantitative reliability feature of safety-critical software
can be obtained by evaluating all the software
product/process in the software’s development lifecycle
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Figure 1. Framework of reliability assessment of safety-
critical software

2.3 Case Study: Assessment of Software Design
Specification of a Reactor Protection System

The purpose of the case study is to evaluate the SDS
in a quantitative way with the proposed method. The



Transactions of the Korean Nuclear Society Spring Meeting
Jeju, Korea, May 10-11, 2007

basic documents which were used to develop the model
are (i) Procedures for V&V [5], (ii)) V&V report [6],
and (iii) Software Design Specification. The constructed
model consists of three sub-models. First sub-model is
an architectural design model which assesses the
architectural design of SDS. Second one is a license
suitability model which is based on the current licensing
criteria. Last one is an engineering decision model
which is based on a technical point of view of V&V.
Figure 2 shows the topology of BBN model. The
properties of each sub-model are as follows.
= 8 properties for the software architecture
design model: reliability, safety, security,
timing, completeness, consistency, style,
traceability, verifiability.
= 12 properties for the license suitability model:
accuracy, reliability, robustness, safety,
security, timing, completeness, consistency,
correctness, style, traceability, verifiability.
= 4 properties for the engineering decision
model: traceability, correctness, consistency,
completeness

A total of 330 nodes and their node probability table
(NPT) were developed. All the nodes converted from
the checklists in the V&V reports have two states (“yes”
and “no”). The conditional probabilities of the NPTs in
the model were assigned by a V&V expert.

Figure 2. BBN topology used to assess software design
specification of a reactor protection system

2.4 Analysis and Discussion

Figure 3 shows the calculation results of the target
variables of the whole model and two sub-models (the
license suitability model and the engineering decision
model.) The calculation results of the properties in the
model are presented in Figure 4. As there was not
enough information about the quality level of the
development process and the V&V process, the model
calculation was carried out according to two scenarios.
First one is that the quality of the development process
and the V&V process are unidentified, and the second
one is that the development process and the V&V
process are perfect.

Y axis in Figures 3 and 4 represents the variables’
probability which indicates a sufficiency of a
requirement for a variable. Since V&V of software
architecture design was not completed yet, all the prior
probabilities of the variables in the software architecture

model were set to 50%, and the values in Figure 4
represent the posterior probabilities.

120

@ SDS_Design_Integrity
B SW_Design_VaV
O Detailed_Verification

Bintegrated Model Dev/V&V Process, SDS
50%

B integrated Model Dev/V&V Process, SDS
100%

OlLicense Griteria Model Dev/V&VProcess,
SDS 50%

OlLicense Griteria Model Dev/V&V Process,|
SDS 100%

m Engineering Decision Model Dev/V&V
Process, SDS 50%.

B Engineering Decision Model Dev/VaY
Process, SDS 100%

Figure 4. Calculation results of the properties
3. Summary and Conclusion

In order to support PSA we devised a BBN based
method which can obtain quantitative reliability
information of safety-critical software. The proposed
method can combine disparate evidence which is
gathered automatically during the development of
software, and can infer a quantitative conclusion. The
calculation results of the BBN model showed that its
conclusion is mostly equivalent to those of the V&V
expert for a given input data set. The method and the
experience of the case study will be utilized in PSA of a
digital safety system in NPPs. The method also showed
that it can support the V&V expert's decision making
process in controlling further V&V activities in KNICS.
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