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1. Introduction 

 
UCN 5&6 nuclear units (OPR1000) are being 

constructed and the Korean Next Generation Reactor 

(APR1400) is being designed by using digital I&C 

equipment for the safety functions such as a reactor 

protection system, an engineered safety feature actuation 

system, and a safety equipment control system.  

KAERI has performed safety assessment framework 

development by using conventional fault tree models. 

Even though the evaluation methods acceptable for some 

specific failure mechanisms in digital risk assessment 

(such as fault coverage, software failure probability) are 

not established yet, the trend analysis and rough risk effect 

analysis of digital safety-critical systems on a plant could 

be addressed based on the developed framework.   

Authors had proposed a research plan and a systematic 

three-step approach for assessing the safety of digital 

systems in nuclear power plants in Kang and Sung [1] as 

shown in Figure 1. Each step in the proposed research 

approach should be iteratively performed based on the 

feedback from the results of the other steps. This article 

aims at presenting the first step based on the result of the 

second step. That is, we will address the importance of 

digital systems' failure to the plant-level safety. The result 

of primitive risk-effect analysis by using a simplified 

system model was presented in Kang et al. [2]. 

 

2. Fault Tree Models  

 

The fault trees for the digital systems, the Digital Plant 

Protection System (DPPS) and the Engineered Safety 

Feature Component Control System (ESF-CCS), are 

newly developed and integrated into the conventional 

OPR1000 risk model named the Risk Monitor developed 

by Korea Atomic Energy Research Institute. It consists of 

about 2176 basic events and 5464 logical gates. 

The fault trees for the DPPS failure are constructed 

based on the information of the DPPS in Ulchin 5&6 

nuclear units. And fault trees of the ESF-CCS are 

constructed based on the design data from APR1400 and 

KNICS ESF-CCS. It should be noted that the KNICS 

ESF-CCS in still in early design phase and the module 

failure probabilities are still in improving. Therefore, the 

models used in this study represent an interim design 

alternative.  

That is, based on the Ulchin 3&4 plant model, we 

integrated the Ulchin 5&6 DPPS model and APR1400 

ESF-CCS model as shown in Figure 2. 

 

 
Figure 2. Integrated model (top logic part) 
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Figure 1. Steps for the safety assessment of 

digital safety-critical systems 
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The modeling assumptions for the DPPS and the ESF-

CCS fault trees could be briefly summarized as follows: 

- Since we don’t have enough information about the 

failure modes of digital systems, all the failure modes 

are assumed to be hazardous. 

- For simplicity, we assume that the watchdog timers 

could detect software failures with the same coverage as 

in the case of hardware failures.  

- We ignore the fail-to-hazard probability of the network 

communication protocol, the serial communications, and 

the inter-system data bus. 

- We assume that the components are tested at least once 

per month. 

- We ignore the effect of software failures. 

- We assume very conservative values for the failure 

probability human operator. 

 

3. Results of Quantification 

 

3.1 Risk Classified by Initiating Events 

 

Using AIMS which is the fault-tree analysis software 

package produced by the Korea Atomic Energy Research 

Institute, we analyzed the developed plant-risk models as 

shown in Figure 3. Risk profile over the initiating events 

can be illustrated as shown in Figure 4. Main contributors 

for the core damage frequency are the loss of offsite 

power event and the loss of coolant events (LL, ML, SL, 

SGTR). The risk profile is similar to the conventional 

plant risk analysis results.  

  
3.2  Risk Contribution  of DPPS and ESF-CCS 

 

Based on the cutset analysis result, we found that the 

components in the DPPS and ESF-CCS contribute 

10.33% of the core damage frequency. It includes the 

failure of human operator backup for the failure of 

automated reactor trip signal generation and the 

automated ESF components actuation. Main contributors 

are the human errors and the common cause failures of 

field instrumentation channels. In addition to that the 

common cause failures of the input, processor and output 

digital modules contribute large part. 

  

4. Concluding Remarks  

 

In conventional probabilistic safety assessments of 

nuclear power plants in Korea, we do not consider the 

failure of component control systems. In this study, in 

order to address the risk effect of digital systems in safety-

critical applications in nuclear power plants, we 

developed an integrated model in consideration of 

automated component control systems. The results show 

that about one tenth of plant risk is caused by the DPPS 

and  the ESF-CCS.  

In order to get more precise results, the rough 

assumptions of this study should be refined.  
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Figure 3. Fault tree analysis using AIMS 

Figure 4. Risk classified by initiating events 
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