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Abstract

Common Mode Failures (CMFs) have been a serious concern in the nuclear power plant. There
is a broad category of the failure mechanisms that can cause common mode failures. This paper
is a theoretical investigation of the CMFs on the unavailability of the redundant system. It is
assumed that the total CMFs consist of the potential CMFs and the dependent human error CMFs.
As the human error dependence is higher, the total CMFs are more effected by the dependent
human error. If the human error dependence is lower, the system unavailability strongly depends
oon the potential CMFs, rather than the mechanical failure or the dependent human error. And it
is shown that the total CMFs are dominant factor to the unavailability of the redundant system.
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nuclear power plant. These systems require high

1. Introduction reliability, therefore they should have a redun-

dant system. But the benefit of redundant syst-

‘There are engineered safety systems in the em is limited by the possibility of simultaneous
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failure of all redundant systems due to a common
mode failures(CMFs) or common cause failure
(CCFs).

The analysis of common mode failures may
be difficult because of the various considerations
to be made, such as the recognition of many
possible causes of common mode failures and
the means of identification, etc..

The recommended methods against common
mode failures are naturally based on different
forms of the diversity. By using different types
of equipment, more than one logical way to
monitor the state of the system, physically se-
parating redundant components, having more
than one operator to review personal actions,
and employing other forms of the diversity, it
is resonable to expect that the probability of
common mode failures is reduced.

This work is a theoretical investigation of the
importance of common mode failures on the
unavailability of redundant systems, and it is
assumed that the CMFs are divided into the
common mode failures resulting from the human
error during the maintenance, and the potential
common mode failures caused by other factors,
such as earthquakes, explosions, and fires, etc..
And the human error during the maintenance
is considered as a dependent human error.

In the U.S. nuclear power plants, for 228
reactor-years of experience, there are 7038 cita-
tions, among which 1490 or 21% were identified
as cuased by the human error [1]. This human
error rate is about the same as in other indus-
tries. From above experiences during the main-
tenance, the human error per task was esti-
mated to be 1.4x107%, This rate is dominant
over the other human errors which are generally
reted at 1075~107% This results from the fact
that the system is not well designed for the
inspector who tests the whole system periodi-
cally. As an example, some of the components

are installed beyond reach and too high in

evaluation to test. Here, the potential common:
mode failures would affect the group of compon-
ents so that all the components can be simulta-
neously destroyed by the potential common mode-
failures which occurs at a rate A.,, which has.
to be estimated using a variable data, if any,
or mainly engineering judement. The total com--
mon mode failures is given as follows:
(CMFs),=(CMFs),+ (CMFs),

This paper presents an estimation on the un-
availability of the system with two kinds of
common mode failures, that is, the common mode:
failures resulting from the human error during
the maintenance and the common mode failures.
resulting from other facts with exception of the
human error during the maintenance.

The estimation of common mode failures on
the reliability of redundant systems has been
discussed in the reference [2] and a borad cate-
gory of failure mechanisms that can cause com-
mon mode failures in redundant systems and
other high-reliability systems are as follows
[3]:

(1) Design deficiency: failures from unreco-
gnized component or system dependence on a
signle, common element or service.

(2) Functional deficiency: a misapplication of
hardware of an inability to predict the true
nature of the plant variable.

(3) External environment: failures from con-
tamination of fluid system, corrosion, and electir-
cal noise, etc..

(4) External phenomena: failures from natural
disasters, such as earthquake, fire, flood, storm,
and termperature extremes.

(5) Human factor: failures from clumsiness,
absent mindedness, deliberate misoperation, and
inadvertent responses.

The common antidote for CMF seems to be
the diversity. Accordingly, the reference [4-7]
classified five kinds of diversity.

(1) Functional diversity: the use of different.
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‘plant parameters to provide protection of an
«event.

(2) Operational administrative diversity: di-
fferent persons to do certain tasks or a second
person to check on the first.

(3) Design administrative diversity: design
‘reviews, qualification testing.

(4) Equipment diversity: providing different
-equipments to measure the same parameter.

(5) physical diversity: physical separation of
instrumentations and components measuring the

-various key parameters.
2. Notations and Assumptions

The notations and assumptions in this study
-are as follows:

(1) The components of the system are se-
-quentially inspected.

(2) The component is down during the test
‘time and it is sufficiently to restore the compo-
nent to the good state during the maintenance
“time.

(3) If the human error takes place during
-the maintenance, the component is completely
to be out of order.

(4) The total CMFs consist of the potential
-CMF and the human error CMF.

(5) The potential CMF is random variable
.and is rated at Ay

(6) The dependent human errors are expres-
sed as follows:

ro: probability that the operator errs for the
first time in one period.

r;: conditional probability of the human error
being repeated for the (j+1) time given
that it has occured for j consecutive times
in the current period.

(7) In the Boolean domain, Boolean variables
by which the path-set is expressed are denoted
by lower alphabetic symbol, (2,5,-:-), and in
-the probability domain, probabilistic variables

are denoted by R,(¢), R;(¢), - in the given time
interval.
(8) The average unavailability during the test

interval 7 is defined as
_1 (7
o= Fa

F(¢) is expressed by the product of the proba-
bility of the human error event by the proba-
bility of the system failure in the given time
interval T.
(9) The human error events are defined as
follows:
¢;: the event that operator tests the compo-
nent 7
if e;=1: the operator does not err during the
maintenance of the component §
if ¢;=0: the operator errs during the test time
of the component 1.
(10) It is assumed that the human error has
five level dependences (8]
1. Zero dependence: ry=r,
2. Low dependence: ry=(1+19r,) /20
3. Moderate dependence: ry=(1+67,)/7
4. High dependence: ry=(1-+ry) /2
5. Complete dependence: ry=1

where, ry is the error rate for the Nth action.

3. 1-Out-Of 2 System: Unavailability

The modelling of a system with dependent
human error and potential CMF is depicted in
Fig-1, and the inspector tests sequentially A
and B. Here, the maintenance time is usually
a few hours (bt the test period is one month),
so that the maintenance time is neglected for
the simple calculation.

Firstly, the unavailability of the system with
exception of the potential CMF is calculated,
and the minimal path-set is as follows except
Ren

P=geggt-beegr-erererercincareninininiiinininn, ¢))
The modified Karnaugh Map of the system
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(a) The Block-diagram of the 1-out-of-2 System
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rh=random and human error
cm=common mode failure

(b) The Block-diagram of the 1-out-of-2 System
with CMFs.

Fig. 1. The Modeling of the 1-out-of-2 System
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Fig. 2. The Modified Karnaugh Map of the 1-out-
of-2 System with Human Error

without the potential CMF divided from the
equation (1) is depicted in Fig-2. From Fig-2,
each group is estimated as follows

Fop=rr, for 1st row
+7o(1—r)Rp
+(1—~roroRas
+(1—ro)2R4Rp

for 2nd row
for 3rd row
for 4th row

Fa=1—R,, Ry=1—R,

(1) If the mechanical components are in per-
fectly good states, then R,=Rp=0, the system
is failed by only human error. CMF probability
resulting from human error is

Fi=rqn,
(2) I the inspector perfectly tests the com-

ponent, so, there is no human error during the:
maintenance, the system is subjected to the
mechanical component failure: ry=r,=0
F,—=R,-Rp
(3) The system failure that results from the
human error and the mechanical failure is as
follows
Fy=ro(1—r)Rp+ (1—ro)roR4
—70(2—ro) R4Rp
that is,
F,;.=F1+F2—I—F3
The total failure of the 1-out-of-2 system con-
sidering the potential CMF is as follows
Fon=]1—exp(—2Am-t)
F=F3+F.—F,;,Fe,
=F+Fy+ Fs+ Fon— (Fi+ Fp+ F3) Fer,
=F+F;+Fo+ (1—F—F~F3)Fer -+ (3)
Here, the value of the system failure resulting
from the human error CMF and the potential
CMF “is given as: F,=F,=0,
Fy=Fi+(1—F)Fen
so, the unavailability of systemis the averaged-

value of F,
T
q,1=—l,ff0F,1dt

T
=~% fo {rari+ [1—exp(—2em-t)]
'_rorltl_exp<’—xcm’t>]} dt
oy Q=rory)
=1 T, L €XP(—Am T)]
If the inspector perfectly tests the components,
then there is no human error in the mainten-
ance, the system failure results from the poten-

tial CMF and the mechanical component failure..
Fp=F,+(1—F3) Fim

T
Qtz=%foFt2dt
__I_J‘T[R Ry+(1—RaRp) (1—exp
=7 ) ,[RaRs ARp

(—2cmet))]dt
The human error and the mechanical failure
and the potential CMF concurrently effect the
system failure.
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Table 1. The Unavailability of the 1-out-of-2 System

¥

Dependence l Rate q qn Tor1 perg%l )tage

ZD ra=re 4.36%10 4 11%107 10-¢ 94

LD er%(l)gA 4.86%107 4.62x10-4 5. 1x10°5 95

]

MD ; ryzl—_lj;;tl 5.78% 1074 5. 55x 104 1.44x 104 96

HD ‘ r:l—;"’« 9.34x 107 9. 11 x 10~ 5x 107 97.5

cD | ra=1 1.43x 107 1. 41X 107 10-8 98.6

*gn-+qx100(%)
Fis=F;~ (1-+ Fy) F.,
1 (T

as=7 [ [Fs— 1+ Fy) Forldt
The total unavailability of the 1-out-of-2 system
with including the potential CMF and the de-
pendent human error is as follows.

9=4qn1q12+qs
For example, set Acm=10"2[yr 1], A4=23=10"5
[hr-1]-and ry=10"3,
The results is described in Table-1,

4. Example

Consider, as an example, the Simplified Aux-
iliary Feed Water System (AFWS) of a nuclear
power plant (Fig-3), consisting of two tanks
in parallel, T, and T, in series with a parallel
system of pumps (P,,P,,P,) and valves (Vi, Vs,
V3). The inspecter tests the values periodically.
So, the human erros take place during the maint
enance and these erros are mutually dependent
because the inspector tests component by the sa-
me procedures and the same methods. And the

potential common mode failure resulting from

S/G

Fig. 3. The Simplified Diagram of the Auxialiary
Feedwater System of a Nuclear Power
Plant

fires, explosions, earthquakes, and the contami-
nation in oil, etc., must be considered, because
these causes the system to fail simultaneously.
It is assumed that each pump supply the water
sufficiently to the steam generator, and the
periodic test is accomplished in a given time (a
few hours), however this time period is less than
the test interval and the test time is neglected
for the simple calculation. The Block-diagram
of the system with the dependent human error
and the potential CMF is depicted in Fig. 4.

Fig. 4. The Block-diagram of the AFWS with
CMFs

For Ry,, from the Fig. 4, the minimal path-
set is as follows
P=e,ViPi+e,V,Py+e, VP,
From the minimal path-set, the modified Karn-
augh Map is derived in Fig-5. From the modi-
fied Karnaugh Map, the each row that describes
the system failure is as follows.
Foy=reriry+rori(1—r) C+ry(1—r)BC
+ro(1—r)rB+ (1~ry)2r,AB
+ (1 —70)*ABCH+ (1—rp)ro(1—r) AC
+(1—ry) rorlli
where, A=R,;R;;, B=R.:R,,, C=R,R;3
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€, 8580 000 001 011 010 110 111 1ol 100 Human Error Rate
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Fig. 5. The Modified Karnaugh Map of the AFWS with the Dependent Human Error

vp=valve and pump
The total unavailability of the system is as
follows.
F=F.,+Fr+F,,—F.,Fr—FrF,,—F,,F.n
+ FomFrF,,
where
FTZRTIRTZ
F.,=1—exp(—Am°t)
“The total CMFs which consist of the human
error and the potential CMF is defined as
follows:
gon=e [ st (1= exp(~Zent))
—rorira(l—exp(—Acmet)} dt
=1 -1 (1 —exp(~henT)
As an example, set each component failure rate
2 =107%(hr1] and the potential channels of

nuclear reactor have a typical CMF rate: A.,=
10-2(yr1], 107%(yr1); (1072(yr)=1.14x107°
(hrt), 1073(yr ) =1.14x10""(hr™*]], so it is
assumed the CMFs rate of the AFWS is 1072
(yr~'], 10~3(yr~!), and the system is tested
every one month [720hrs] and the first human
error rate ry is 1073

The results are described in Table 2.
From Table 2, we concluded that the quanti-
tative of the total CMFs result from the potential
CMFs in case of low human error dependence
and the quantitative of the total CMFs result
from the human error in case of high human
error dependence.

And the total unavailability of the system is
effected by the total CMFs, rather than the
system hardware failure, in any case, 2=107?

Table 2. The Unavailability of the AFWS Considering the Human Error and the Potential Common

Mode Failure

Depend Aem=10"2(yr ™) (1. 14 x10*hs ™) 2em=10-3(yr") (1. 14 X 10-hr"1)
nce rorir
ependene Una;[;?{:{)ility Total CMF ! *Percentage Unaw’rl;aci)lt:tlﬁlity Total CMF | *Percentage o
ZD 4.229x107* | 4.1x107 97% 5.39%10° | 4.1x10° 769 109
LD 4.255X107* | 4.12x107* 97% 5.65X10"° | 4.37x10°8 77% 2. 6X10-°
MD 4.44x107% | 4.3x107 97% 7.46%107° | 6.166X10°5 |  82% 2,06 % 10-5
HD 6.73x10* | 6.6x107 98% 3.044%10° | 2.9x107* 95% 2. 5% 104
CcD 1.423x10°8 | 1.41x10°® 99% 1.054x10°* | 1.04x1073 98% 103

ch =4.1X% 10_‘ [Zcm= 10_2}'1'_1]
=4.1x10"5(Aem=10"2yr"1]
*Total CMFs-+Total unavailability X100
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CMFR, g
9
1073 1
. Lt
1074 * 4
-
10-3
* ‘total common mode failure
10764
Sty
ZD LD MD HD CD Dependenca
Fig. 6. The CMFR vs. Dependence
iyr ], 2=10"%(yr 1.
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5. Results

This paper is a theoretical investigation of
‘the dependent human error and the potential
-common mode failure on the unavailability of
redundant systems.

There are many kinds of CMFs, but in this
paper, the CMFs are divided into the common
mode failure resulting from the human error
.and the potential common mode failure. The
‘potential common mode failure is assumed to
‘be the result of fatal shocks, e.g., earthquakes,
fires, and explosions, which occur at a constant
‘rate, Acn. This rate has to be estimated using
-available data, if any, and mainly engineering
judgement. Apostolakis[2] assumed that the
protection channel of nuclear reactors have a
‘typical CMFs rate ., =10"2[yr'], so this
upper considered t\ﬁ\potential CMFs rate, Acm,
.as the paper value.

From Table ], the unavailability of the system
is mainly infludenced by the common mode
failures, g, that is, the key failure element is
the common mode failures. As the human error
dependence becomes complete dependence, the
human error CMFs is dominant over that of
other kinds of dependences.
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