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software attributes

Program code (e.g. instruction-level code) cannot be altered
and does not utilize or support operating system or
application software

Program code (instruction-level code) is factory installed by manufacturer and cannot be altered nor can any code be injected (e.g. no buffer or heap overflow)

Program code (instruction-level code) is factory installed by
manufacturer, but it may be possible to replace this
program cade by doing a firmware update in the field

If the CDA supports a USB port (master’ or ‘'slave) it is
factory- programmed to support a specific subset of bulk-
data/file- exchange methods (e.g, save or reload CDA
configuration settings or load new firmware). The CDA does
not support interoperation with any other form of USB
object classes or devices or allow automatic/manual
installation of

third-party drivers for such object classes or devices

HMI

Changes to operational parameters or operational settings
can only be implemented using maintenance and test
equipment

Only operational parameters (no configuration settings) can
be changed using the local, integral HMI

Operational parameters can be changed using the local, integral HMI

No configuration changes can be made via the integral HMI

Configuration settings can be changed using the local, integral HMI

IThe HMI has no access enforcement mechanisms

The HMI has at least one form of software access enforcement mechanism

Does not support multi-users and individual authentication for those users

Configuration changes can only be implemented by taking
the device out of service

Configuration setting changes can only be made using a
maintenance tool and only by taking the CDA out of service|

Configuration setting changes can also be made using a maintenance tool and only by taking the CDA out of service

Configuration changes can also be made using a maintenance tool and only by taking the CDA out of service.

Configuration changes may also be made locally via a
console port and/or USB thumb drive/memory card as well
as remotely via the asynchronous serial communication

Does not contain an externally accessible file system

Does not contain an externally accessible file system but
may support bulk data extraction and configuration
loading/saving via the USB/memory card

Firmware updates not supported/not possible by the hardware design

CDA supports firmware update/replacement with removal of
the CDA from the service and use of special tools and
software

Contain vendor software that performs/supports a pre-
defined set of features and functions and supports no
ability to add or remove software

Only contains vendor's software that performs/supports a pre- defined set of features and functions and supports no ability to add or remove software

Communication

Contains no communication software functionality

IThe CDA uses an industrial protocol using poll-response
based message exchanges over an asynchronous serial
communications channel. Communication functionality of
the CDA are limited to information or data extraction and
do nat support the capability for control execution,
manipulation of CDA I/O or sending parameters or data to
the CDA.

The CDA uses an industrial protocel using poll-response based message exchanges over an asynchronous serial
communications channel. Communication functionality of the CDA can be adjusted and altered by the user and may
include reading and writing data from and to the CDA to fetch values, change/set parameters, execution of pre-
configured control functions and manipulation of CDA process control outputs.

Communication functions do not allow for modification of the configuration of the CDA or for making program changes|
to the CDA.

The functionality and configuration of the CDA can also be
altered via these communication links using software tools

(possibly vendor- proprietary) specifically designed for that

purpose.

The asynchronous communications capability does not
support modification of
code, instructions, or code injection to the CDA.
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Device does not support any sort of event logging CDA does not perform audit/event logging of user activities or communication activities or local runtime events.

Device does not support application or 3rd party software ‘ ‘ ‘

The CDA has a local, special- purpose communications
interface (ak.a. a console port), typically a low-speed,
asynchronous, EIA-232 compatible, that is used to enable
The CDA does not suppler a local console port or command line interpreter functionality user interaction with a device’s integral command-line
interpreter (e.g. a “shell” or “command prompt”) via an
ASCIl'dumb terminal’ or a computer/program emulating a
dumnb terminal

hardware attributes

Device includes PROM, RAM, EEPROM and possibly
integrated components (e.g. FPGA) with factory-
configurable firmware and functionality

Contain PROM, RAM, EEPROM, and possibly integrated components (e.g, FPGA) that include factory- configurable

functionality and factory-configurable fimuare PROM, RAM, EEPROM and possibly integrated components (e.g. FPGA) that include factory-configurable functionality and factory- configurable firmware.

May contain bulk storage for data accumulation purposes
May contain bulk storage for data accumulation purposes but provides no external access to that bulk storage and for configuration setting storage and May support

external access to that bulk storage.

Device has no remote or local, integral HMI (but may have

Has a minimal-functionali
local display-only indicators) i

Local access only

May employ a physical access protection mechanism such as a key or fob

g y 2 y 3 i Contains a maintenance and configuration port as well as one or more asynchronous communication ports but no other|  Contains a console port and one or more non-Ethernet
HMI Contains a maintenance and configuration port but no other peripherals, interfaces, or ports

peripherals, interfaces or ports serial communication ports (synchronous or asynchronous)

May support a restricted functionality USB port and/or
memory card slot for bulk data retrieval and configuration
exporting and restoration but no other peripherals,
interfaces or
ports

Device has no communications hardware/software but may
have interfaces to external devices/systems using May support an interface to external devices/systems implemented using analog, contact, pulse process control I/0 signals
analog/contact/pulse I/O signals

Device has no peripherals, interfaces or ports (e.g. media
access, serial, etc)

Location

Protected Area (PA) or Vital Area (VA)

Information Calssification

CDA contains plant process data not classified as security-related or Safeguards Information (SGI)

Plant Design / Maintenance| Removal from service can only be done locally at the CDA

If the CDA contains peripherals, interfaces, or ports beyond those allowed by the class criteria, the CDAs can meet this criteria by physically disabling the peripheral, interfaces or ports in @ manner that prevents restoration, reactivation or bypass.

Location, Information classification, Plant design, maintenance
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Changes to operational parameters or operational settings
can only be implemented using maintenance and test
equipment

Only operational parameters (no configuration settings) can

Operational parameters can be changed using the local, integral HMI
be changed using the lacal, integral HMI P I3 9 9 o]

No configuration changes can be made via the integral HMI| Configuration settings can be changed using the local, integral HMI

'The HMI has no access enforcement mechanisms The HMI has at least one form of software access enforcement mechanism

Configuration changes may also be made locally via a
console port and/or USB thumb drive/memory card as well
a5 remotely via the asynchronous serial communication
Does not contain an extemally accessible file system but
Does not contain an externally accessible file system may support bulk data extraction and configuration
loading/saving via the USB/memory card

CDA supports firmware update/replacement with removal of
the CDA from the service and use of special tools and
software

Firmware updates not supported/not possible by the hardware design

The CDA uses an industrial protocol using poll-response
based message exchanges over an asynchronous serial
communications channel. Communication functionality of
Contains no communication software functionality the CDA are limited to information or data extraction and
do not support the capability for control execution,
manipulation of CDA 1/O or sending parameters or data to

The CDA uses an industrial protocal using poll-response based message exchanges over an asynchronous serial
communications channel. Communication functionality of the CDA can be adjusted and altered by the user and may
include reading and writing data from and to the CDA to fetch values, change/set parameters, execution of pre-
canfigured control functions and manipulation of CDA process contral outputs

the CDA.
[The functionality and configuration of the CDA can also be
Communication functions do not allow for modification of the configuration of the CDA or for making program changes|altered via these communication links using software tools
to the CDA. (possibly vendor- proprietary) specifically designed for that
purpose.
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Device does not support any sort of event logging

CDA does not perform audit/event logging of user activities or communication activities or local runtime events.

The CDA does not suppler a local console port or command line interpreter functionality

May contain bulk storage for data accumulation purposes but provides no external access to that bulk starage

The CDA has a local, special- purpose communications
interface (ak.a. a console port), typically a low-speed,
asynchronous, EIA-232 compatible, that is used to enable
user interaction with a device's integral command-line
interpreter {e.g, a “shell” or “command prompt”) via an
ASCIl ‘dumb terminal’ or a computer/program emulating a
dumb terminal

May contain bulk storage for data accumulation purposes
and for configuration setting storage and May support
external access to that bulk storage.

Device has no remote or local, integral HMI (but may have
local display-only indicators)

Contains a maintenance and configuration port but no other peripherals, interfaces, or ports

Has a minimal-functionality

peripherals, interfaces or ports

Contains a maintenance and configuration port as well as one or more asynchronous communication ports but no other

ort and one or more non-Ethernet
serial communication ports (synchronous or asynchronous)

Contains a cons:

Device has no communications hardware/software but may
have interfaces to external devices/systems using
analog/contact/pulse /O signals

May support an interface to external devices/systems implemented using analog, contact, pulse process control /O signals

Device has no peripherals, interfaces or ports (e.g. media
access, serial, etc)

Exat 4 Q= F2ABH HIIT

H &&02| &= 2ol Prompt Signal-to-No

Signal (S)2 =8t &9 JH4~, Noise (N)2 E2 8t &19| I

HE AN (F2 532 £

e Rat

=)
o (PSNR)= X|Hz}

ETAS PXHO A, Out-of-context =, Non-discriminative 21, 0|0 52, & 0|2 21 MAH

13-109] = &
PSNR2 1.762 R2llet HA&s EE

2l raw dato= 0.88= &0/ HIE0| &AL = = Al LIEHH
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Changes to operational parameters or operational settings 2 s » o
= 4 : Only operational parameters (no configuration settings) can . . N
can only be implemented using maintenance and test 0 i Operational parameters can be changed using the local, integral HMI
i be changed using the local, integral HMI
equipment
Mo configuration changes can be made via the integral HMI Configuration settings can be changed using the local, integral HMI
The HMI has no access enforcement mechanisms The HMI has at least one form of software access enfarcement mechanism
Configuration changes may also be made locally via a
console port and/or USB thumb drive/memory card as well
as remotely via the asynchronous serial communication
Does not contain an externally accessible file system but
Does not contain an externally accessible file systemn may support bulk data extraction and configuration
loading/saving via the USB/memory card
CDA supports firmware update/replacement with removal of
Firmware updates not supported/not possible by the hardware design the CDA from the service and use of special tools and
software
The CDA uses an industrial protocol using poll-response
based rnf.:ssa_ge euchanges over.an ésyr!chronou? sen_al The CDA uses an industrial protacol using poll-response based message exchanges over an asynchronous serial
communications channel. Communication functionality of L sl . &
. o . . ey - 3§ 5 communications channel. Communication functionality of the CDA can be adjusted and altered by the user and may
Contains no communication software functionality the CDA are limited to information or data extraction and |, i i z
o % include reading and writing data from and to the CDA to fetch values, change/set parameters, execution of pre-
do not support the capability for control execution, 3 2 0 q
A - N configured control functions and manipulation of CDA process control outputs.
manipulation of CDA I/O or sending parameters or data to
the CDA.
The functionality and configuration of the CDA can also be
Communication functions do not allow for modification of the configuration of the CDA or for making program changes|altered via these communication links using software tools
to the CDA. (possibly vendor- proprietary) specifically designed for that
purpose.
Device does not support any sort of event logging CDA does not perform audit/event logging of user activities or communication activities or local runtime events.

The CDA has a local, special- purpose communications
interface (a.k.a. a console port), typically a low-speed,
asynchronous, EIA-232 compatible, that is used to enable
user interaction with a device's integral command-line
interpreter (e.g, a “shell” or “command prompt”) via an
ASCIl "dumb terminal” or a computer/program emulating a
dumb terminal

The CDA does not suppler a local console port or command line interpreter functionality

May contain bulk storage for data accumulation purposes
and for configuration setting storage and May support
external access to that bulk storage.

May contain bulk storage for data accumulation purposes but provides no external access to that bulk storage

Device has no remote or local, integral HMI (but may have

Has a minimal-functionali
local display-only indicators) ty

Contains a maintenance and configuration port as well as one or more asynchronous communication ports but no other |  Contains a console port and one or more non-Ethernet

Contains a maintenance and configuration port but no other peripherals, interfaces, or ports g i 8 R
peripherals, interfaces or ports serial communication ports (synchronous or asynchronous)

Device has no communications hardware/software but may
have interfaces to external devices/systems using May support an interface to external devices/systems implemented using analog, contact, pulse process control I/O signals
analog/contact/pulse I/O signals

Device has no peripherals, interfaces or ports (e.g. media
access, serial, etc)

2

\
W

13 >2 ICEDCO ERC



3.NEI 13-10 =%

NEI13-10 &

B3

A

|

of

2R JIE

0
AL

B2

A

Portable storage(usb cd S)E AMHEY = ULCH
7

EE =, console portE &9l RAIEs HHE HE

oI- A (e]] |:|-‘

=

A

B1

LS &9l logic, set-point2] HZ0| 7ts

OtLf.

N

A

A3

serial &410| 7+S35}LCt,

N

LHE HMIE S%F &AM & J(Set—point% el gy
7 | 7t-S3tCt

A 4

L

Xt
(=]

HMIZ &3t &AM 47 (Set-pointE &
| L—
)0l 7ts

7|

=)
7

o
M
278

StC}.

[=1¥el3

—

N

Al

A 4

A2

4

N
(0

5 ICEDCO EXC



= aH
N Al




4, TE MH N AH

== B8 JIESE LLMO &=

[Level B3] (X| &3 &2

* Portable storage(usb cd C,)E AreE 4= QL

* L= console portE Sl F A2 HHE AZT = ULCL.
[Level B2]

* (B37} OfL| B Af) E4I2 B3l logic, set-point2| HZ0| 7Hs3|L},

[Level B1]
* (B3, B27} OfL| T A) serial &410| 7+53}Lt.

[Level A3]
* (B &0 OfL{HA) LIEY HMIZ St &M 278 (Set-pointE ZE&tet 7|7 278 &)0] 7}&5tCt.

[Level A2]
* (B S8, A37t OfL|HA]) LHE HMIE &3} set-point 70| 7tstCt,

[Level A1] (X]312] S3)
* &7 2H1(A2~B3) & 0= A0 SsHESHA| = 7|EF CIX[E 7|7].

16

N
(0

5 ICEDCO EXC



4, TE MH N AH

LLMOI =& =24 HIS

= 28738 ﬁlx' (High-Water Mark)]

= 7|Tﬂi]°| 2 E Level(B3, B2..)°| &
== 2 E LeveI° LHEH O 2 Al
ool' A (Hierarchy)= CHHS1h 2Lk
< A2 < A3 <B1 <B2 < B3 (&2)
Ho D E Level 3, O] &t5E 2HA Of a2t

?Ql) & Et StLHE 0| XH4tQ| 'final_grade’2
C}.
MO M ‘serial S41(B1)'2f 'USB ZE AHE(B3) 7|
CtH, B37} B1ELCH 22 2 ‘final_grade'= 'B3'7t

rot B3, B2, BT, A3, A2°| O R
‘final_grade'= 'A1 ' O] EIC}

l'-III

ojn Mo &g
TR

I

—~~

Of O H

%Z_.lc_-é-l-xl LS — L,

5.

[KIAl At

1. #1953 2% 1% (High-Water Mark)]S HtEA| h2tof ot
Ct.

2. Z7El final_grade' (7t& =2 S3) Bt2tsto{OF L}

SN final_grade'E Z73SHA =l 7t A HQl 2 H(rationale)
= [&4 Cf& EAM]0IM I:'“:)\l 185t X A|SHO OF Bt}
ook A1 2 AFEQUCHH, "848 §5(B3~A2)2] 24
2 olgoz J|xfTt A)

S 'final_grade’ Z270f| CHSH P29 =4
(confidence_percent)& 00A] 100 AFO|S] =X}t2
(A 2H7t Htet=E 1000 7tZ &L
ZIE HtEA| CHS 2] JSON YAlo Z ot Ht
CIE dHO|LL HIAE = HCf ZBsHX| Y=

|ru

xre
=

—~~

_|

LS =

NEI 13-102| CDA &=

= B37} 7%k Attack vectorZf B2

X[ AFSO] 74E B2 B3| 2F7F 5 astH, AlE XML
High-water Mark & & &0 5 oI% .
|
17 €25 ICEPCO EXC



4, TE MH N AH
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Confusion Matrix (Heatmap) -
Precision | Recall | F1-score | Support . 0 1 0 0 0
Al 1000 | 0.667 | 0.800 3
A2 0.000 | 0.000 | 0.000 2 z- 0 0 1 o 1 o
A3 0333 | 0500 | 0.400 2
B1 0.000 | 0.000 | 0.000 2 R B
B2 0.000 | 0.000 | 0.000 3 : e e e e n
B3 0286 | 0.667 | 0.400 3
Accuracy 0.333 15 5. 0 0 0 0 0 3
Macro avg 0.270 0.306 0.267 15 -0
Weighted avg | 0302 | 0333 | 0.293 15 a- 0 o o o |1 [
M A2 A3 ectod 81 B2 83 o0
|
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NEI 13-10 SEE2 J|= JHAM Input Data Collection and Processing

TToT=TT

Keyword-based Data Extraction
Option Filtering

LLM-based Classification Engine

Prompting
- Class Matrix
- Few-shot Examples (7)
- Step-by-Step Classification
(Step 0-6)

h 4

Result and Validation

Classification Result
- final_grade: B3 -> A1
- Confidence_percent: 0~100
- Decision_Path (Each step)
- step0-6 : rationale for each step

Excel output (classification_results.xlsx)
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alg Zht
Confusion Matrix (Heatmap) .
.. z 1 2 0 0 0 0
Precision | Recall | F1-score | Support
Al 1.000 1.000 1.000 3 25
- 0 0 0 0 0
A2 1.000 0.500 0.667 2
A3 0.667 1.000 0.800 2 2.0
B 1.000 | 1.000 | 1.000 2 R 0 L 0 0 1
B2 0667 | 0667 | 0.667 3 g
B3 0.667 0.667 0.667 3 g 0 & 0
Accuracy 0.800 15 - 1.0
Macro avg 0.833 0.806 0.800 15 g~ 0 0 g
Weighted avg 0.822 0.800 0.796 15 -05
- 0 0 0
Al A2 A3 o Ho 3 -0.0
Predicted
|
22 €5



A TS EH X aly

* BK6-M(A2Z A3= L)
Jlz 2M W 'Es8a 28 43 (bias) Ol2t= HIAEE HEI0| &Ml &3 (Calibration) S22 sHAI6H0 ASZ @
‘bias'2t= E0EICZ= Setpoint ZE(A2)RIXI Calibration(A3)2IXI OI0IA BHIJt 2 6H0] gttt LEZ THEE
¢ KH300AG (B2E B3=Z Q)
USB flash driveJt 2M(Option)2= NISEILE, 220| OIE JI2 JIs(Standard)2= 2916t0 B3= MHE I
FIEEZE LHO| 2t 4 HI| 2HAlS 26| EHESHN 2ot JIEAILO = CIAIGHN LETH 24,
¢ LTC0385(B3E B2= L&)

NIZEAF 1R S4l Z2EZ=01 BilinxIt JI2 JIs8lik: =010, 220| 01 S48 AlZe= &= MESHH STEP OGIA EEEZE
= C

N

\

25

w

5 ICEDCO EXC



4, TE MH N AH

as Znt
Confusion Matrix (Heatmap)
Precision | Recall | F1-score | Support y
Al 1.000 0.899 0.941 9
A2 0.667 0.857 0.750 7 °
A3 1.000 0.750 0.857 8
B1 1.000 0.750 0.857 8 - 6
B2 0.733 1.000 0.846 11 g
B3 1.000 0.899 0.941 9 »
Accuracy 0.865 52
Macro avg 0.900 0.856 0.865 52
Weighted avg | 0.899 | 0.865 | 0.869 52 2
i i i 1 1 -0
Al A2 A3 Bl B2 B3
Predicted
|
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